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PREFACE

This Standard was prepared by the Australian members of the Joint Standards Australia/Standards
New Zealand Committee QR-005, Dependability. After consultation with stakeholders in both
countries, Standards Australia and Standards New Zealand decided to develop this Standard as an
Australian Standard rather than an Australian/New Zealand Standard.

The objective of this Standard is to provide Australian and New Zealand organizations who may be
new to the areas of software development and assurance, with relevant guidance and methodology t«
facilitate the achievement of software dependability. It identifies the influence of managemant
practices on dependability of software, and provides relevant technical processes to engineer coftware
dependability into systems.

This Standard is identical with, and has been reproduced from [EC 62628 Ed 1.0 (2012),. Gu.dance on
software aspects of dependability.

Organizations should apply this Standard within the overall context of an AS/N7ZS ISO 31000 Risk
management—Principles and guidelines, where aspects of software dependatilit: (e.g. reliability,
availability, and maintainability) have been clearly linked to the reduction of u..certzcinty with respect
to business objectives.

This Standard is an entry-level Standard for those industries where a sy-tera lifecycle approach may
not have previously been applied to software development and assurance. This Standard is not
intended to revoke, supersede or be applied in preference to mur. vophisticated, industry-based or
well-tried Standards for software dependability that are already used by some industries (e.g. rail,
aerospace, automotive, and safety-related systems). Indeel’ sc=ie aspects of this Standard may be
seen to conflict with practices advocated by those other Standazds..

For entry-level users, particular attention is drawn tc. Cliuses 5.1, 5.2, 5.3 and Annex B where the
overall system lifecycle framework for software dependability is described. Furthermore, Clauses 5.8,
6.1 and 7.4 suggest some fundamental strategies aind<practices for achieving software dependability.

As this Standard is reproduced from an Inter.:avional Standard, the following applies:
(a) In the source text ‘this Internaiiona' St:.ndard’ should read ‘this Australian Standard’.
(b) A full point substitutes for a cc nmu when referring to a decimal marker.

References to International / Srandards should be replaced by references to Australian or
Australian/New Zealand Staadads, as follows:

Reference to Internation.ar Staadard Australian Standard

IEC AS 1IEC

60300 Depeadahility management 60300 Dependability management

60300-3-15 Pa.* 3-'.5: Application guide— 60300.3.15 Part 3.15: Application guide—
Engii.eering of system dependability Engineering of system dependability

Only ~orniive references that have been adopted as Australian or Australian/New Zealand Standard
hav becn lis ed.

"he term ‘informative’ has been used in this Standard to define the application of the annex to which
i applies. An ‘informative’ annex is only for information and guidance.
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INTRODUCTION

Software has widespread applications in today’s products and systems. Examples include
software applications in programmable control equipment, computer systems and
communication networks. Over the years, many standards have been developed for software
engineering, software process management, software quality and reliability assurance, but
only a few standards have addressed the software issues from a dependability perspective.

Dependability is the ability of a system to perform as and when required to meet specific
objectives under given conditions of use. The dependability of a system infers that the syctem
is trustworthy and capable of performing the desired service upon demand to satisty usor
needs. The increasing trends in software applications in the service industry have pernecated
in the rapid growth of Internet services and Web development. Standardized i teriace.s - and
protocols have enabled the use of third-party software functionality over the Inteir.>t to permit
cross-platform, cross-provider, and cross-domain applications. Software has become a driving
mechanism to realize complex system operations and enable the achievement of viable e-
businesses for seamless integration and enterprise process management. ol ftware design
has assumed the primary function in data processing, safety monitoring, < =cu'ity protection
and communication links in network services. This paradigm shift.hac nuivtie global business
communities in trust of a situation relying heavily on the software s, ster;'s to sustain business
operations. Software dependability plays a dominant role to influencu the success in system
performance and data integrity.

This International Standard provides current industry best fractices and presents relevant
methodology to facilitate the achievement of softwar> denendability. It identifies the influence
of management on software aspects of deper-ablity and provides relevant technical
processes to engineer software dependability ‘intoc: systems. The evolution of software
technology and rapid adaptation of software applicadons in industry practices have created
the need for practical software dependabilit:r standard for the global business environment. A
structured approach is provided for guidar e an e use of this standard.

The generic software dependabilit/ ‘equirements and processes are presented in this
standard. They form the basis <or dependability applications for most software product
development and software system .mplementation. Additional requirements are needed for
mission critical, safety and sacority applications. Industry specific software qualification
issues for reliability and quality conformance are not addressed in this standard.

This standard can a'zn sorve as guidance for dependability design of firmware. It does not
however, address ‘he implementation aspects of firmware with software contained or
embedded in the ha.iware chips to realize their dedicated functions. Examples include
application spedific integrated circuit (ASIC) chips and microprocessor driven controller
devices. 1heso pruducts are often designed and integrated as part of the physical hardware
features to 1innize their size and weight and facilitate real time applications such as those
used in cell phones. Although the general dependability principles and practices described in
th's ¢tandard can be used to guide design and application of firmware, specific requirements
are ~eeded for their physical construction, device fabrication and embedded software product
in.nleniencation. The physics of failure of application specific devices behaves differently as
vompared to software system failures.

This International Standard is not intended for conformity assessment or certification
purposes.
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AUSTRALIAN STANDARD

Guidance on software aspects of dependability

1 Scope

This International Standard addresses the issues concerning software aspects of
dependability and gives guidance on achievement of dependability in software performance
influenced by management disciplines, design processes and application environments. It
establishes a generic framework on software dependability requirements, provides a software
dependability process for system life cycle applications, presents assurance criteria .an.'
methodology for software dependability design and implementation and provides practical
approaches for performance evaluation and measurement of dependability characteristic= in
software systems.

This standard is applicable for guidance to software system developers and supg'iers, system
integrators, operators and maintainers and users of software systems who are 2aricerned with
practical approaches and application engineering to achieve dependabiiity o' software
products and systems.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references. o.lv..he edition cited applies. For
undated references, the latest edition of the re/=re.ced document (including any
amendments) applies.

IEC 60050-191, International Electrotechnical Vocabulary — Chapter 191: Dependability and
quality of service

IEC 60300-3-15, Dependability managericat - Part 3-15: Application guide — Engineering of
system dependability

3 Terms, definitions and ~hb.>viations

For the purposes of this do *ument, the terms and definitions given in IEC 60050-191, as well
as the following apply.

3.1 Terms and ‘efiniticns

3.1.1

software

programs, L rocedures, rules, documentation and data of an information processing system
Note ' to e try: Software is an intellectual creation that is independent of the medium upon which it is recorded.
“lote 2 to entry: Software requires hardware devices to execute programs and to store and transmit data.

Note 3 to entry: Types of software include firmware, system software and application software.

Note 4 to entry: Documentation includes: requirements specifications, design specifications, source code listings,

comments in source code, “help” text and messages for display at the computer/human interface, installation
instructions, operating instructions, user manuals and support guides used in software maintenance.

3.1.2
firmware
software contained in a read-only memory device, and not intended for modification
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