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Preface

This Standard was prepared by the Standards Australia Committee IT-006, Industrial Process
Measurement, Control and Automation, to supersede AS IEC 62443.2.1:2024, Industrial communication
networks — Network and system security, Part 2.1: Establishing an industrial automation and control
system security program.

The objective of this document is to specify asset owner security program (SP) policy and procedure
requirements for an industrial automation and control system (IACS) in operation. This document uses
the broad definition and scope of what constitutes an IACS as described in IEC TS 62443-1-1. In the
context of this document, asset owner also includes the operator of the IACS.

This document is identical with, and has been reproduced from, IEC 62443-2-1:2024, Sccuri‘y
for industrial automation and control systems — Part 2-1: Security program requirements ;~r rACS
asset owners.

As this document has been reproduced from an international document, a full point substicites for a
comma when referring to a decimal marker.

Australian or Australian/New Zealand Standards that are identical adoption: of international
normative references may be used interchangeably. Refer to the online cat?'agu= for information on
specific Standards.

The terms “normative” and “informative” are used in Standardc to define the application of the
appendices or annexes to which they apply. A “normative” appendix « ainex is an integral part of a
Standard, whereas an “informative” appendix or annex is only.for nformation and guidance.
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FOREWORD

1y

2)

3)

4)

5)

6)

7)

8)

9)

The International Electrotechnical Commission (IEC) is a worldwide organization for
standardization comprising all national electrotechnical committees (IEC National
Committees). The object of IEC is to promote international co-operation on all questions
concerning standardization in the electrical and electronic fields. To this end and in addition
to other activities, IEC publishes International Standards, Technical Specifications, Technical
Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC Natioi =i
Committee interested in the subject dealt with may participate in this preparatorv work.
International, governmental and non-governmental organizations liaising with.the IEC2!so
participate in this preparation. IEC collaborates closely with the Internationa' Oizanization
for Standardization (ISO) in accordance with conditions determined by agreemunt vetween
the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible,
an international consensus of opinion on the relevant subjects since ez ch technical committee
has representation from all interested IEC National Committees.

IEC Publications have the form of recommendations for internacion: ' usc and are accepted by
[EC National Committees in that sense. While all reasonchle cfor s are made to ensure that
the technical content of IEC Publications is accurate, IEC c.nnst be held responsible for the
way in which they are used or for any misinterpretatioch by any end user.

In order to promote international uniformity, [EZ Nac'onal Committees undertake to apply
[EC Publications transparently to the maximum e ~tet t possible in their national and regional
publications. Any divergence between any 17C t iblication and the corresponding national or
regional publication shall be clearly indica%2d i 2 the latter.

IEC itself does not provide any attestatio.--of conformity. Independent certification bodies
provide conformity assessment serices and, in some areas, access to IEC marks of conformity.
[EC is not responsible for any services carried out by independent certification bodies.

All users should ensure that ', >y 1.ave the latest edition of this publication.

No liability shall attach o 1aC or its directors, employees, servants or agents including
individual experts and ri emoers of its technical committees and IEC National Committees for
any personal injury, nroperty damage or other damage of any nature whatsoever, whether
directorindirert, ~. fcr costs (including legal fees) and expenses arising out of the publication,
use of, or reliai.ce upon, this IEC Publication or any other IEC Publications.

Attention > dr: wn to the Normative references cited in this publication. Use of the referenced
publications .= indispensable for the correct application of this publication.

(FC uraws attention to the possibility that the implementation of this document may involve
the use of (a) patent(s). IEC takes no position concerning the evidence, validity or applicability
of any claimed patent rights in respect thereof. As of the date of publication of this document,
[EC had not received notice of (a) patent(s), which may be required to implement this
Jocument. However, implementers are cautioned that this may not represent the latest
information, which may be obtained from the patent database available at https://patents.iec
.ch. IEC shall not be held responsible for identifying any or all such patent rights.

IEC 62443-2-1 has been prepared by IEC technical committee 65: Industrial process measurement,
control and automation, in collaboration with the liaison ISA99: ISA committee on Security for industrial
automation and control systems. It is an International Standard.

This second edition cancels and replaces the first edition published in 2010. This edition constitutes a
technical revision.

This edition includes the following significant technical changes with respect to the previous edition:

© Standards Australia Limited 2025
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a) revised requirement structure into SP elements (SPEs),

b) revised requirements to eliminate duplication of an information security management
system (ISMS), and

) defined a maturity model for evaluating requirements.

The text of this International Standard is based on the following documents:

Draft Report on voting
65/1044/FDIS 65/1053/RVD

Full information on the voting for its approval can be found in the report on voting indicatea in the
above table.

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developud in accordance
with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, avai.ch.e at www.iec
.ch/members_experts/refdocs. The main document types developed by IEC are acscrit ed in greater
detail at www.iec.ch/publications.

A list of all parts in the IEC 62443 series, published under the general t.-le Security for industrial
automation and control systems, can be found on the IEC website.

Future standards in this series will carry the new general tit'c as cited above. Titles of existing
standards in this series will be updated at the time of the next edit on.

The committee has decided that the contents of this docume=t v:ill remain unchanged until the stability
date indicated on the IEC website under webstore.iec.ch ir. the/data related to the specific document. At
this date, the document will be

. reconfirmed,
° withdrawn, or
o revised.

IMPORTANT — The "colour inside” 120 on the cover page of this document indicates that it
contains colours which are cons dzred to be useful for the correct understanding of its contents.
Users should therefore print*his Jccument using a colour printer.

© Standards Australia Limited 2025
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INTRODUCTION

This document is the part of the IEC 62443 series that contains security requirements for industrial
automation and control system (IACS) asset owners. In the context of this document, asset owner
also includes the operator of the IACS. Its requirements focus on cybersecurity and allow security
capabilities that meet them to be provided as a combination of technical, physical, process and
compensating security measures.

Cybersecurity is an increasingly important topic in modern organizations. The term cybersecurity
is generally used to describe the set of security measures or practices taken to protect a computer
or computer system against unauthorized access or attack. In IACS, the most significant concerns
include unwanted access or attacks resulting in the IACS not performing the correct functions in the
required timeframe.

A very common engineering approach when faced with a challenging problem is to break the problem
into smaller pieces and address each piece in a disciplined manner. This approach is a sound one for
addressing cybersecurity risks with IACS. However, a frequent mistake is to deal with cybersecurity
one system at a time. Cybersecurity is a much larger challenge that should address all IACS components
as well as the policies, procedures, practices and personnel that surround and utilize those IACS.
Implementing such a wide-ranging management system can require a cultural change within the
organization.

Addressing cybersecurity on an organization-wide basis can seem like a daunting task. There is no
simple cookbook for security, nor is there a one-size-fits-all set of security practices. Absolute security
can be achievable but is probably undesirable because of the loss of functionality that would be
necessary to achieve this near perfect state. Security is a balance of risk versus cost.

Each situation will be different. In some situations, the risk can be related to health, safety and
environmental (HSE) factors rather than purely economic impact. The risk can have an unrecoverable
consequence rather than a temporary financial setback. Therefore, a predetermined set of mandatory
security practices can either be overly restrictive and likely quite costly to implement or be insufficient
to address the risk.

This document supports the need to address cybersecurity for an IACS in operation by providing
requirements for establishing, implementing, maintaining and continually improving an IACS security
program (SP). These requirements, when implemented conscientiously, provide security capabilities
whose purpose is to reduce IACS security risks to a tolerable level. These requirements are written
to be implementation independent, allowing asset owners to select approaches most suitable to their
needs. IEC 62443-3-2 [1]1 describes the methodology for addressing cybersecurity risks in an IACS
system design and that assists in the identification of risks and the selection of appropriate security
requirements and associated capabilities for an IACS SP.

Commercial-off-the-shelf (COTS) products are often not ruggedized or rigorously engineered enough
for IACS environments, where they can introduce additional vulnerabilities and threats to the [ACS.

When COTS technologies are used in an IACS, they are often configured to meet IACS specific functional
needs and operational constraints. For example, security event handling in COTS products may be
configured differently for [ACS applications than they are for traditional information technology (IT)
applications. Typical COTS equipment is designed for environments where the primary objective is the
protection of information. In an IACS environment, the primary objectives are the protection of the HSE
of the facility and the minimization of the operational and business impact on facility operation. COTS
technologies can be applied to IACS applications, but the risks associated with using these technologies
need to be understood by the asset owner.

Some organizations can attempt to use pre-existing IT and business cybersecurity solutions to
address security for IACS without understanding the consequences. While many of these solutions
can be applied to IACS, it is important to apply them correctly to eliminate inadvertent and undesired

1 Numbers in square brackets refer to the Bibliography.
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consequences. For example, in an [ACS, availability may have a higher priority than confidentiality, as
opposed to typical IT applications.

Asset owners may wish to apply their [ACS SP across the organization to address the organization
needs and objectives, security requirements, business and work processes, as well as the organization
size and structure. All of these influencing factors are dynamic and will likely change over time. Thus,
the adoption of an IACS SP is a strategic decision for the organization.

The effectiveness of an IACS SP is often enhanced through coordination or integration with the
organization’s processes and overall information security management system (ISMS). For example,
security can be added to the organization supply chain processes to require security in the design of
processes, systems and controls. It is also expected that IACS SP will be scaled in accordance with the
needs of the IACS and the organization.

© Standards Australia Limited 2025
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Security for industrial automation and control systems
Part 2.1: Security program requirements for IACS asset owners

1 Scope

This part of IEC 62443 specifies asset owner security program (SP) policy and procedure requirements
for an industrial automation and control system (IACS) in operation. This document uses the broad
definition and scope of what constitutes an IACS as described in IEC TS 62443-1-1. In the context of this
document, asset owner also includes the operator of the IACS.

This document recognizes that the lifespan of an IACS can exceed twenty years, and that many legacy
systems contain hardware and software that are no longer supported. Therefore, the SP for most legacy
systems addresses only a subset of the requirements defined in this document. For example, if IACS or
component software is no longer supported, security patching requirements cannot be met. Similarly,
backup software for many older systems is not available for all components of the IACS. This document
does not specify that an IACS has these technical requirements. This document states that the asset
owner needs to have policies and procedures around these types of requirements. In the case where
an asset owner has legacy systems that do not have the native technical capabilities, compensating
security measures can be part of the policies and procedures specified in this document.

This document also recognizes that not all requirements specified in this document apply to all [ACSs.
For example, requirements associated with certain technology (such as wireless) or functions (such as
remote access) will not apply to IACSs that do not include these technologies or functions. Similarly, not
all malware protection requirements apply to systems for which malware protection software is not
available for any of their devices. Therefore, this document states that the asset owner needs to identify
the IACS security requirements that are applicable to its [ACSs in their specific operating environments.

The elements of an IACS SP described in this document define required security capabilities that
apply to the secure operation of an IACS. Although the asset owner is ultimately accountable for the
secure operation of an IACS, implementation of these security capabilities often includes support from
its service providers and product suppliers. For this reason, this document provides guidance for an
asset owner when stating security requirements for their service providers and product suppliers,
referencing other parts of the IEC 62443 series.

Figure 1 illustrates the roles and responsibilities of the asset owner, service provider(s) and product
supplier(s) of an IACS and their relationships to each other and to the Automation Solution. The
Automation Solution is a technical solution implementing the control/safety and complementary
functions necessary for the IACS. It is composed of hardware and software components that have been
installed and configured to operate in the IACS. The IACS is a combination of the Automation Solution
and the organizational measures necessary for its design, deployment, operation and maintenance.

Some of these capabilities rely on the appropriate application of integration maintenance capabilities
defined in IEC 62443-2-4 [2] and technical security capabilities defined in [EC 62443-3-3 [3] and IEC
62443-4-2 [4].
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