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Preface

This Standard was prepared by the Standards Australia Committee IT-006, Industrial Process
Measurement, Control and Automation, to supersede AS IEC 61511.1—2004.

The objective of this Standard is to specify requirements for the specification, design, installation,
operation and maintenance of a safety instrumented system (SIS), so that it can be used to achieve
or maintain a safe state of the process. AS IEC 61511.1 has been developed as a process sector
implementation of the AS IEC 61508 series.

This Standard is identical with, and has been reproduced from, IEC 61511-1:2016, Functional safety—
Safety instrumented systems for the process industry sector—Part 1: Framework, definitions, sy tem,
hardware and application programming requirements and its Amendment No. 1 (2017), which ha: bean
added at the end of the source text.

As this document has been reproduced from an International Standard, the following app!.s:

(@) In the source text ‘this part of IEC 61511 should read ‘this part of AS IEC 61511’ aad ‘IEC 61511-1
should read ‘this Australian Standard’.

(b) A full point substitutes for a comma when referring to a decimal marker.

Australian or Australian/New Zealand Standards that are identical adop’ions of international
normative references may be used interchangeably. Refer to the onlinz catalogue for information on
specific Standards.

The terms ‘normative’ and ‘informative’ are used in Standarcs t¢ define the application of the
appendices or annexes to which they apply. A ‘normative’ apoe.dix or annex is an integral part of a
Standard, whereas an ‘informative’ appendix or annex is only f¢: information and guidance.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FUNCTIONAL SAFETY -
SAFETY INSTRUMENTED SYSTEMS
FOR THE PROCESS INDUSTRY SECTOR -

Part 1: Framework, definitions, system,
hardware and application programming requirements

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardizai.an cu.prising
all national electrotechnical committees (IEC National Committees). The object of IEC is ‘o promote
international co-operation on all questions concerning standardization in the electrical and « lectronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Te:hni. al Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereaftir rere.ved to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC N&tiona. Com nittee interested
in the subject dealt with may participate in this preparatory work. Internatinnal, arvernmental and non-
governmental organizations liaising with the IEC also participate in this preyaraticy. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance vith conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters expres. ~.nearly as possible, an international
consensus of opinion on the relevant subjects since each technic_i ccmmittee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for in.>rnaonar use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are m.de (o ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsi'sie for .he way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible ii their national and regional publications. Any divergence
between any IEC Publication and the correspor. .‘ng national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestatiuon ~f conformity. Independent certification bodies provide conformity
assessment services and, in some areas acceass to IEC marks of conformity. IEC is not responsible for any
services carried out by independent cer ficauon bodies.

6) All users should ensure that they ~ave the latest edition of this publication.

7) No liability shall attach to IEf, o’ its directors, employees, servants or agents including individual experts and
members of its technical com. itte..s and IEC National Committees for any personal injury, property damage or
other damage of any na.'re winatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising ouf-f th.» publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to ti = Normative references cited in this publication. Use of the referenced publications is
indispensable v the corrcct application of this publication.

9) Attention is a.2wn to the possibility that some of the elements of this IEC Publication may be the subject of
patent righiw. IEC shall not be held responsible for identifying any or all such patent rights.

Internatirnal Standard IEC 61511-1 has been prepared by subcommittee 65A: System
aspcts, of IEC technical committee 65: Industrial-process measurement, control and
4 ton.atica.

This second edition cancels and replaces the first edition published in 2003. This edition
constitutes a technical revision. This edition includes the following significant technical
changes with respect to the previous edition:

e references and requirements to software replaced with references and requirements to
application programming;

o functional safety assessment requirements provided with more detail to improve
management of functional safety.

¢ management of change requirement added;

© Standards Australia Limited 2018
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e security risk assessment requirements added;.
e requirements expanded on the basic process control system as a protection layer;

e requirements for hardware fault tolerance modified and should be reviewed carefully to

understand user/integrator options.

-6 -

The text of this standard is based on the following documents:

FDIS

Report on voting

65A/7T77/FDIS

65A/784/RVD

Full information on the voting for the approval of this standard can be found in the renoi® on

voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Par. 2.

A list of all parts in the IEC 61511 series, published under the general title Fur ctional safety —
safety instrumented systems for the process industry sector, can be found orith2 IEC website.

The committee has decided that the contents of this publication.wi'."=en.=in unchanged until
the stability date indicated on the IEC website under "http://we  stois.iec.ch"” in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

* replaced by a revised edition, or
*+ amended.

The contents of the corrigendum of Septemwer 2016 have been included in this copy.

© Standards Australia Limited 2018
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INTRODUCTION

Safety instrumented systems (SISs) have been used for many years to perform safety
instrumented functions (SIFs) in the process industries. If instrumentation is to be effectively
used for SIFs, it is essential that this instrumentation achieves certain minimum standards
and performance levels.

The IEC 61511 series addresses the application of SISs for the process industries. The
IEC 61511 series also addresses a process Hazard and Risk Assessment (H&RA) to be
carried out to enable the specification for SISs to be derived. Other safety systems'
contributions are only considered with respect to the performance requirements for the SIS.
The SIS includes all devices necessary to carry out each SIF from sensor(s) to final
element(s).

The IEC 61511 series has two concepts which are fundamental to its applicatica: £'S safety
life-cycle and safety integrity levels (SILs).

The |IEC 61511 series addresses SISs which are based o the use of
electrical/electronic/programmable electronic technology. Where other tecinolo jies are used
for logic solvers, the basic principles of the IEC 61511 series should be apriied to ensure the
functional safety requirements are met. The IEC 61511 series alsc #da. 2sses the SIS sensors
and final elements regardless of the technology used. The IEC 31511 series is process
industry specific within the framework of the IEC 61508 series.

The IEC 61511 series sets out an approach for SIS safety life-cycle activities to achieve these
minimum principles. This approach has been adopted “n c¢-d<r that a rational and consistent
technical policy is used.

In most situations, safety is best achieved by an 1. h~rently safe process design. However in
some instances this is not possible or not practical. If necessary, this may be combined with a
protective system or systems to address_an ' recidual identified risk. Protective systems can
rely on different technologies (chemical,~ mechanical, hydraulic, pneumatic, electrical,
electronic, and programmable electro:io). 7> facilitate this approach, the IEC 61511 series:

e addresses that a H&RA is carricd out to identify the overall safety requirements;

e addresses that an allocatic.».0. the safety requirements to the SIS is carried out;

e works within a framewo’« ywhich is applicable to all instrumented means of achieving
functional safety;

o details the use ar curtain activities, such as safety management, which may be applicable
to all methods of ~ckieving functional safety.

The IEC 61571 scries on SIS for the process industry:

e addressev all SIS safety life-cycle phases from initial concept, design, implementation,
operation and maintenance through to decommissioning;

e onabics existing or new country specific process industry standards to be harmonized with
the IEC 61511 series.

Tir.e IEC 61511 series is intended to lead to a high level of consistency (e.g., of underlying
principles, terminology, and information) within the process industries. This should have both
safety and economic benefits. Figure 1 below shows an overall framework of the IEC 61511
series.

In jurisdictions where the governing authorities (e.g., national, federal, state, province, county,
city) have established process safety design, process safety management, or other
regulations, these take precedence over the requirements defined in the IEC 61511 series.

© Standards Australia Limited 2018
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FUNCTIONAL SAFETY -
SAFETY INSTRUMENTED SYSTEMS
FOR THE PROCESS INDUSTRY SECTOR -

Part 1: Framework, definitions, system,
hardware and application programming requirements

1 Scope

This part of IEC 61511 gives requirements for the specification, design, installation, operation
and maintenance of a safety instrumented system (SIS), so that it can be confidently
entrusted to achieve or maintain a safe state of the process. IEC 61511-1 has been
developed as a process sector implementation of IEC 61508:2010.

In particular, IEC 61511-1:

a) specifies the requirements for achieving functional safety but does not specify who is
responsible for implementing the requirements (e.g., designers, suppliers,
owner/operating company, contractor). This responsibility will be assigned to different
parties according to safety planning, project planning and management, and national
regulations;

b) applies when devices that meets the requirements of the IEC 61508 series published in
2010, or IEC 61511-1:2016 [11.5], is integrated into an overall system that is to be used
for a process sector application. It does not apply to manufacturers wishing to claim that
devices are suitable for use in SISs for the process sector (see IEC 61508-2:2010 and
IEC 61508-3:2010);

c) defines the relationship between IEC 61511 and IEC 61508 (see Figures 2 and 3);

d) applies when application programs are developed for systems having limited variability
language or when using fixed programming language devices, but does not apply to
manufacturers, SIS designers, integrators and users that develop embedded software
(system software) or use full variability languages (see IEC 61508-3:2010);

e) applies to a wide variety of industries within the process sector for example, chemicals, oil
and gas, pulp and paper, pharmaceuticals, food and beverage, and non-nuclear power
generation;

NOTE 1 Within the process sector some applications may have additional requirements that have to be
satisfied.

f) outlines the relationship between SIFs and other instrumented functions (see Figure 4);

g) results in the identification of the functional requirements and safety integrity requirements
for the SIF taking into account the risk reduction achieved by other methods;

h) specifies life-cycle requirements for system architecture and hardware configuration,
application programming, and system integration;

i) specifies requirements for application programming for users and integrators of SISs.

j) applies when functional safety is achieved using one or more SIFs for the protection of
personnel, protection of the general public or protection of the environment;

k) may be applied in non-safety applications for example asset protection;

) defines requirements for implementing SIFs as a part of the overall arrangements for
achieving functional safety;

m) uses a SIS safety life-cycle (see Figure 7) and defines a list of activities which are
necessary to determine the functional requirements and the safety integrity requirements
for the SIS;

© Standards Australia Limited 2018
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