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PREFACE

This Standard was prepared by the Standards Australia Committee IT-006, Industrial Process
Measurement, Control and Automation, to supersede AS 61508.3—1999.

The objective of this revision is to adopt the current edition of IEC 61508-3.

This Standard is identical with, and has been reproduced from IEC 61508-3 Ed.2.0 (2010),
Functional safety of electrical/electronic/programmable electronic safety-related systems—
Part 3: Software requirements.

As this Standard is reproduced from an international standard, the following applies:

(a) Its number appears on the cover and title page while the international standard aun.ber
appears only on the cover.

(b)  In the source text ‘part of the IEC 61508 series’ should read ‘this Australian Sta.dard’.
(c) A full point substitutes for a comma when referring to a decimal marke:

References to International Standards should be replaced by refereaces to . Australian or
Australian/New Zealand Standards, as follows:

Reference to International Standard Australian Standard

[EC AS

61508 Functional safety of 61508 Tuncticnal safety of
electrical/electronic/programmable e.>ctrical/electronic/programmable
electronic safety-related systems Jlectronic safety-related systems

61508-1 Part 1: General requirements 61708.1 Part 1: General requirements

61508-2 Part 3: Requirements for 615022 Part 3: Requirements for
electrical/electronic/programmable electrical/electronic/programmable
electronic safety-related system: electronic safety-related systems

61508-4 Part 4: Definitions and 61508.4 Part 4: Definitions and
abbreviations abbreviations

Only international references that ha re been adopted as Australian Standards have been listed.

The terms ‘normative’ and- ‘i~ rmative’ have been used in this Standard to define the
application of the annex t» wkich they apply. A ‘normative’ annex is an integral part of a
Standard, whereas an ‘iti"ormauve’ annex is only for information and guidance.


https://www.stdhive.com/standards/as-615083-2011-pdf/

oo OO b WODN -

CONTENTS

Page
S T oo o 1 P 9
NOIrmMative referEeNCeS ... e 12
Definitions and abbreviations. ... 13
Conformance to this standard ..o 13
DOCUMENTAtION ...ttt 13
Additional requirements for management of safety-related software ....................c...o..l 13
2t B O o] =T o £ = PP 19
6.2 ReqUIrEMENTS ... e e NN 13
Software safety lifecycle requirements. ..o e 14
4 T C 1= 1= - | TN 14
711 ODbJeCtiVe o e 14
7.1.2 ReqUIremMeNnts ... s 14
7.2 Software safety requirements specification....................i 21
7.2.1  ODJeCtiVES .o 21
7.2.2 ReQUIFEMENES oo e ettt aeans 21
7.3 Validation plan for software aspects of system safoty. ..o 24
7.3.1  ODJECHVE o e e 24
7.3.2 ReQUIFEMENTS oo s e e e eaas 24
7.4 Software design and development ... .../ 25
741 ODJECHIVES .o e 25
7.4.2 General reqUIremMents ... e 26
7.4.3 Requirements for softwac.achitecture design .............cc.cooiiiiiii i, 29
7.4.4 Requirements for suzoiiools, including programming languages............ 30

7.4.5 Requirements fur du‘ail.d design and development — software
SYS M S g N (e 33
7.4.6 Requiremenic.fo: code implementation............coooiiiiii, 34
7.4.7 Requiremzn’s for software module testing...........ccooocoiiiiii 35
7.4.8 Requirme.s for software integration testing............cocooiiiiiin . 35
7.5 Programmuu.> e.2ctronics integration (hardware and software)..............ccccooeienn 36
7.5, 1 Ot S e 36
7.5, 2 REQUIN M ENES i e 36
7.6 Softv:are operation and modification procedures ..., 37
7.6.1  ODJECHIVE e 37
7.6.2  ReQUINEMENTS (.ot 37
7.7 Software aspects of system safety validation............ccoooiiii 37
T.7.0  ODJECHIVE e e 37
T.7.2  ReQUINEMENTS Lottt e e aeanas 38
7.8  Software modification ... ..o 39
7.8.1  ODJECHVE e 39
7.8.2  ReQUITEMENES oot 39
7.9  Software verification ... ..o 41
7.9.1  ODJeCtIVe oo 41
7.9.2  ReQUITEMENES oot e e e e eaas 41

Functional safety assessment ... ... 44


https://www.stdhive.com/standards/as-615083-2011-pdf/

Annex A (normative) Guide to the selection of techniques and measures.............c..coooeone. 46
Annex B (informative) Detailed tables .........cviiiiiii i 55
Annex C (informative) Properties for software systematic capability....................ooooil. 60
Annex D (normative) Safety manual for compliant items — additional requirements for
SOTIWAIE ElEMENES . e 97
Annex E (informative) Relationships between IEC 61508-2 and IEC 61508-3..................... 100
Annex F (informative) Techniques for achieving non-interference between software

elements 0N a SiNGIe COMPULET ... i e 102
Annex G (informative) Guidance for tailoring lifecycles associated with data driven

SR (=T 0 0 = PP PP RPN 107
B O gAY . e e 11,
Figure 1 — Overall framework of the IEC 61508 SEIES .......ccovvvvviiiiiiiiiiii e e, 11
Figure 2 — Overall safety lifecyCle ... ..o D 12
Figure 3 — E/E/PE system safety lifecycle (in realisation phase)..........co.cco i, 16
Figure 4 — Software safety lifecycle (in realisation phase)...........cocovviic i, 16
Figure 5 — Relationship and scope for IEC 61508-2 and IEC 61508-C .........cooiiiiiiiiieennnn, 17
Figure 6 — Software systematic capability and the development lifecycle {ihe V-model) ........ 17
Figure G.1 — Variability in complexity of data driven systems..... TR 108
Table 1 — Software safety lifecyCle — OVErview ...........oi e 18
Table A.1 — Software safety requirements specificatioi ... .o 47
Table A.2 — Software design and development — sot.=/e architecture design..................... 48
Table A.3 — Software design and developmen{ — support tools and programming

lAaNQUAGE....ce i I, N R 49
Table A.4 — Software design and develcgmen: — detailed design ..., 50
Table A.5 — Software design and de:’el. orent — software module testing and

1 g1C=Te ] = Lo ] o H N PP PTP 51
Table A.6 — Programmable electrcniss integration (hardware and software)..............co.onie. 51
Table A.7 — Software aspest. Of ¢ ystem safety validation ..o, 52
Table A.8 — ModifiCation ... e 52
Table A.9 — Software eril Cation ... 53
Table A.10 — Furtional cafety @ssessment ... 54
Table B.1 —Nesian and coding StandardsS .........oouiiiiniiii e 55
Table B.2 — Dyir.amic analysis and testing ... ... 56
Tak'e 2.3 - Functional and black-box testing ... 56
Telde 0.4 — Failure @nalySiS .o e 57
1OBIE 3.5 — MOEIIING .. ettt e 57
Table B.6 — Performance testing ........o.oii i 58
Table B.7 — Semi-formal methods ... 58
Table B.8 — StatiC @nalySiS.....ciuiiiiiiii e 59
Table B.9 — Modular @pPrOacCh ... ..o 59

Table C.1 — Properties for systematic safety integrity — Software safety requirements
SPECI I CALION L. e 64


https://www.stdhive.com/standards/as-615083-2011-pdf/

Table C.2 — Properties for systematic safety integrity — Software design and
development — software Architecture DeSign .........coouiiiiiiiiiiiii e 67

Table C.3 — Properties for systematic safety integrity — Software design and
development — support tools and programming language ............cociiiiiiiiiiiiiiiii e 76

Table C.4 — Properties for systematic safety integrity — Software design and
development — detailed design (includes software system design, software module

(o =TT 1o T =T o Lo I eTo To 1] 0 o ) P 77
Table C.5 — Properties for systematic safety integrity — Software design and

development — software module testing and integration ... 79
Table C.6 — Properties for systematic safety integrity — Programmable electronics

integration (hardware and SOftWaAre) ... ... e 81
Table C.7 — Properties for systematic safety integrity — Software aspects of system

safety validation .. ... e 82
Table C.8 — Properties for systematic safety integrity — Software modification ..................... 83
Table C.9 — Properties for systematic safety integrity — Software verification........ .............. 85
Table C.10 — Properties for systematic safety integrity — Functional safety ass.ssr.ent........ 86
Table C.11 — Detailed properties — Design and coding standards............0 e, 87
Table C.12 — Detailed properties — Dynamic analysis and testing .......... ..., 89
Table C.13 — Detailed properties — Functional and black-box tecti>z....coooiiiiiiiiii, 90
Table C.14 — Detailed properties — Failure analysis ............l oo 91
Table C.15 — Detailed properties — Modelling.........ooooii e 92
Table C.16 — Detailed properties — Performance testing ...o....oooiiiiiiiiiie 93
Table C.17 — Detailed properties — Semi-formal methoas ..., 94
Table C.18 — Properties for systematic safety ‘ntearity — Static analysis ..............cc.ccooeiiiinn. 95
Table C.19 — Detailed properties — Modular cpp0aCh....cooiiiii i 96
Table E.1 — Categories of IEC 61508-2 requirements.........ooooiiiiiiiii e 100
Table E.2 — Requirements of IEC 61.06-Z for software and their typical relevance to

certain types Of SOftWaAre ... ... e 100
Table F.1 — Module coupling = ¢ afintion of terms ..o 104

Table F.2 — Types of Modiie cotpling. ..o 105


https://www.stdhive.com/standards/as-615083-2011-pdf/

INTRODUCTION

Systems comprised of electrical and/or electronic elements have been used for many years to
perform safety functions in most application sectors. Computer-based systems (generically
referred to as programmable electronic systems) are being used in all application sectors to
perform non-safety functions and, increasingly, to perform safety functions. If computer
system technology is to be effectively and safely exploited, it is essential that those
responsible for making decisions have sufficient guidance on the safety aspects on which to
make these decisions.

This International Standard sets out a generic approach for all safety lifecycle activities for
systems comprised of electrical and/or electronic and/or programmable electronic (E/E/PE)
elements that are used to perform safety functions. This unified approach has been acaptud
in order that a rational and consistent technical policy be developed for all electrically-bacea
safety-related systems. A major objective is to facilitate the development of produc. and
application sector international standards based on the IEC 61508 series.

NOTE 1 Examples of product and application sector international standards based on the IEC 51508 series are
given in the bibliography (see references [1], [2] and [3]).

In most situations, safety is achieved by a number of systems vihict .rely on many
technologies (for example mechanical, hydraulic, pneumatic, electrice'. ric-treic, programmable
electronic). Any safety strategy must therefore consider not only ai. the elements within an
individual system (for example sensors, controlling devices and actuators) but also all the
safety-related systems making up the total combination of sa.~t /-related systems. Therefore,
while this International Standard is concerned with E/E/PE scfet, -related systems, it may also
provide a framework within which safety-related systems b.sec on other technologies may be
considered.

It is recognized that there is a great variety of apg’ications using E/E/PE safety-related
systems in a variety of application sectors and coveiing a wide range of complexity, hazard
and risk potentials. In any particular appl'cation, the required safety measures will be
dependent on many factors specific to the anplication. This International Standard, by being
generic, will enable such measures to be foc-mulated in future product and application sector
international standards and in revisions ¢, thuse that already exist.

This International Standard

— considers all relevant overall, E/E/PE system and software safety lifecycle phases (for
example, from initial concant, through design, implementation, operation and maintenance
to decommissionina) when E/E/PE systems are used to perform safety functions;

— has been conce: 'ed with a rapidly developing technology in mind; the framework is
sufficiently robust a1 4 comprehensive to cater for future developments;

— enables pinduct and application sector international standards, dealing with E/E/PE
safety-reintec systems, to be developed; the development of product and application
sector interi ational standards, within the framework of this standard, should lead to a high
level «f consistency (for example, of underlying principles, terminology etc.) both within
anplice ion sectors and across application sectors; this will have both safety and economic
ber.~fits,

— . provides a method for the development of the safety requirements specification necessary
(o achieve the required functional safety for E/E/PE safety-related systems;

— adopts a risk-based approach by which the safety integrity requirements can be
determined;

— introduces safety integrity levels for specifying the target level of safety integrity for the
safety functions to be implemented by the E/E/PE safety-related systems;

NOTE 2 The standard does not specify the safety integrity level requirements for any safety function, nor does it
mandate how the safety integrity level is determined. Instead it provides a risk-based conceptual framework and
example techniques.
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sets target failure measures for safety functions carried out by E/E/PE safety-related
systems, which are linked to the safety integrity levels;

sets a lower limit on the target failure measures for a safety function carried out by a
single E/E/PE safety-related system. For E/E/PE safety-related systems operating in

— a low demand mode of operation, the lower limit is set at an average probability of a
dangerous failure on demand of 10-9;

— a high demand or a continuous mode of operation, the lower limit is set at an average
frequency of a dangerous failure of 10-9 [h-1];

NOTE 3 A single E/E/PE safety-related system does not necessarily mean a single-channel architecture.

NOTE 4 It may be possible to achieve designs of safety-related systems with lower values for the target sc oty
integrity for non-complex systems, but these limits are considered to represent what can be achieved for rei tive.y
complex systems (for example programmable electronic safety-related systems) at the present time.

sets requirements for the avoidance and control of systematic faults, which are >ased on
experience and judgement from practical experience gained in industry. Ev=n though the
probability of occurrence of systematic failures cannot in general Lo guantified the
standard does, however, allow a claim to be made, for a specified safety funciion, that the
target failure measure associated with the safety function can bu. considered to be
achieved if all the requirements in the standard have been met;

introduces systematic capability which applies to an element with respect to its confidence
that the systematic safety integrity meets the requiremeni. o' the specified safety integrity
level,

adopts a broad range of principles, techniques and mecsur s to achieve functional safety
for E/E/PE safety-related systems, but does not =xp'icitty use the concept of fail safe.
However, the concepts of “fail safe” and “inherer*'y safe” principles may be applicable and
adoption of such concepts is acceptable prcviding the requirements of the relevant
clauses in the standard are met.
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AUSTRALIAN STANDARD

Functional safety of electrical/electronic/programmable
electronic safety-related systems

Part 3: _
Software requirements

1 Scope

1.1 This part of the IEC 61508 series

a) is intended to be utilized only after a thorough understanding of IEC 61508-1 an
IEC 61508-2;

b) applies to any software forming part of a safety-related system or used t( deelcp a
safety-related system within the scope of IEC 61508-1 and IEC 61508-2. Such s»ftware is
termed safety-related software (including operating systems, system softwere, sotwware in
communication networks, human-computer interface functions, and firmwa'e as well as
application software);

c) provides specific requirements applicable to support tools used to devilor and configure a
safety-related system within the scope of IEC 61508-1 and IEC ¢150c¢-2;

d) requires that the software safety functions and software sys.zmatic capability are
specified;

NOTE 1 If this has already been done as part of the specification of the E/E/PE safety-related systems (see 7.2 of
IEC 61508-2), then it does not have to be repeated in this part.

NOTE 2 Specifying the software safety functions and software svstcmatic capability is an iterative procedure; see
Figures 3 and 6.

NOTE 3 See Clause 5 and Annex A of IEC 61508-1 for documentation structure. The documentation structure
may take account of company procedures, and of the wi rking practices of specific application sectors.

NOTE 4 Note: See 3.5.9 of IEC 61508-4 for defini*ion of '.e term "systematic capability".

e) establishes requirements for safety liecycle phases and activities which shall be applied
during the design and develogme.t of the safety-related software (the software safety
lifecycle model). These require mets include the application of measures and techniques,
which are graded against »e required systematic capability, for the avoidance of and
control of faults and failuvies in the software;

f) provides requiremen’s fo,information relating to the software aspects of system safety
validation to be pasc~d » the organisation carrying out the E/E/PE system integration;

g) provides requiren.2nts for the preparation of information and procedures concerning
software neesded by the user for the operation and maintenance of the E/E/PE safety-
related system,

h) provides i>2quirements to be met by the organisation carrying out modifications to safety-
relate d software;

i) provides, in conjunction with IEC 61508-1 and IEC 61508-2, requirements for support
tou's st ch as development and design tools, language translators, testing and debugging
.als, configuration management tools;

NOTE 4 Figure 5 shows the relationship between IEC 61508-2 and IEC 61508-3.
j) Does not apply for medical equipment in compliance with the IEC 60601 series.

1.2 IEC 61508-1, IEC 61598-2, IEC 61508-3 and IEC 61508-4 are basic safety publications,
although this status does not apply in the context of low complexity E/E/PE safety-related
systems (see 3.4.3 of IEC 61508-4). As basic safety publications, they are intended for use by
technical committees in the preparation of standards in accordance with the principles
contained in IEC Guide 104 and ISO/IEC Guide 51. IEC 61508-1, IEC 61508-2, IEC 61508-3
and |IEC 61508-4 are also intended for use as stand-alone publications. The horizontal safety
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