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PREFACE

This Standard was prepared by the Australian members of the Joint Standards
Australia/Standards New Zealand Committee IT-012, Information Systems Security,
Security and Identification Technology.

After consultation with stakeholders in both countries, Standards Australia and Standards
New Zealand decided to develop this Standard as an Australian Standard, rather than an
Australian/New Zealand Standard.

The objective is to describe the high level architecture of the Public Key Authenticaticn
Framework (PKAF) and to facilitate the interoperability of Certificate Managen. nt
Systems within the Australian PKAF.

This Standard is Part 1.1 of the AS 4539 series dealing with the PKAF, which are pubiished
in the following parts:
AS 4539 Information technology—Public Key Authentication Framework (ri* AF)
Part 1.1:  Genera—PKAF architecture (this Standard)
Part 1.2.1: General—X.509 certificate and Certification Revou=tioi. Lists (CRL) profile
Part 1.2.2: Genera—PICS Proforma for digital signature certificcies
Part 1.2.3: General—PICS Proforma for Certificate Revesition Lists (CRL)
Part 1.3:  General—X.509 supported algorithms prc ile
Part 2.1:  Assurance framework—Certificatior. auoriues
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STANDARDS AUSTRALIA

Australian Standard

Information technology—Public Key Authentication Framework (PKAF)
related Standards

Part 1.1: General—PKAF architecture

1 SCOPE

This document describes the architecture to provide a scheme where a digital sigihatu.e
(with an associated public/private key pair) will be linked to a particular distingu:shed neane
by a chain of Public-key Certificates.

The ownership of, and right to use, the distinguished name is outside the scope of this
Standard.

The creation of Public-key Certificates for authorization, privilege manaqenient, delegation
of authority, confidentiality or key management purposes is c:'tsit? the scope of this
Standard.

The internal design of Certification Authorities is outside the s:2ne of this Standard.

2 REFERENCES

AS
4539 Information technology—Public Ke / Aiithentication Framework (PKAF)
4539.1.2.1 Part 1.2.1:General—X.509 certificate and Certificate Revocation Lists (CRL)

profile
4539.1.3 Part 1.3: General—X.509 supaorted algorithms profile
4539.2.1 Part 2.1: Assurance framev: ork—Certification authorities

MP 59 Naming and addres.ing i the Australian OSI environment

ITU-T

Rec.X.509 |ISO/IEC 95%4-3:2000 Information Technology—Open Systems
Interconrecu. 2 —The Directory: public-key and attribute certificate
framewory's

3 DEFINITIONS

For thepurpases of this Standard the following definitions apply:

3.1 OSI di-ectory Public-key and Attribute Certificate frameworks

Thefa'owing terms are defined in ITU-T Rec. X.509 | ISO/IEC 9594-8:

‘@) Adudthority.

(b)  Authority Certificate.

(c) Attribute Certificate.

(d) CA-certificate.

(e) Certificate Policy.

(f) Certificate Revocation List (CRL).

(g) Certificate.

© Standards Australia www.standards.com.au


http://www.standards.com.au
https://www.stdhive.com/standards/as-453911-2002-pdf/

