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PREFACE

This Standard was prepared by the Standards Australia Committee IT-005, Financial
Transaction Systems.

This Standard incorporates Amendment No. 1 (June 2011). The changes required by the
Amendment are indicated in the text by a marginal bar and amendment number against the
clause, note, table, figure or part thereof affected.

The AS 2805 series of Standards is as follows:

AS

2805 Electronic funds transfer—Requirements for interfaces
2805.1 Part 1:  Communications

2805.2 Part 2:  Message structure, format and content

2805.3 Part 3:  PIN management and security

2805.4 Part 4:  Message authentication

2805.5.1 Part 5.1: Ciphers—Data encipherment algorithm 1 (DEA 1)

2805.5.2  Part 5.2: Ciphers—Modes of operation for an n-bit block cipher ai; orithm

2805.5.3  Part 5.3: Ciphers—Data encipherment algorithm 2 (DEA )

2805.5.4  Part 5.4: Ciphers—Data encipherment algorithm > (LA 3) and related
techniques

2805.6.1 Part 6.1: Key management—Principles

2805.6.2  Part 6.2: Key management—Transaction keys

2805.6.3  Part 6.3: Key management—Session key’'s— Nocd'= to node

2805.6.4  Part 6.4: Key management—Session k>ys- —1ciminal to acquirer

2805.6.5.1 Part 6.5.1: Key management—TCU initiclization—Principles

2805.6.5.2 Part 6.5.2: Key management—TCU init/alization—Symmetric

2805.6.5.3 Part 6.5.3: Key management—TCU initialization—Asymmetric

2805.9 Part 9: Privacy of communications (this Standard)

2805.10  Part 10: File transfer integi ;. ralidation

2805.11 Part 11  Card parametsstac's

2805.12.1 Part 12.1: Message ccveni—Structure and format

2805.12.2 Part 12.2: Message vontent—Codes

2805.12.3 Part 12.3: Mesag. content—Maintenance of codes

2805.13.1 Part 13.1: Secc.re hash functions—General

2805.13.2 Part 13.2:.¢ S<cure hash functions—MD5

2805.13.3 Part 13 3: Secure hash functions—SHA-1

2805.14.1 Part 1.1  Secure cryptographic devices (retail) —Concepts, requirements

and evaluation methods

The followi g hiandbooks relate to the AS 2805 series of Standards:
HB 127 Eicctronic funds transfer—Implementing message content Standards—
Conversion Handbook (changing from AS 2805.2 to the AS 2805.12 series)

B 128 Electronic funds transfer—Implementing message content Standards—
Terminal Handbook

h3 129 Electronic funds transfer—Implementing message content Standards—
Interchange Handbook

Part of the AS 2805 series that is in the course of preparation is as follows:
Message authentication using DEA 3.
In the AS 2805 series of Standards, definitions are specific to the Part in which they appear.

The term ‘informative’ has been used in this Standard to define the application of the
appendix to which it applies. An ‘informative’ appendix is only for information and
guidance.
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STANDARDS AUSTRALIA

Australian Standard
Electronic funds transfer—Requirements for interfaces

Part 9: Privacy of communications

1 SCOPE

This Standard specifies methods of protecting from disclosure the information contair>d 2
electronic messages formatted in accordance with AS 2805. This Standard is not intendea *o
address the issue within operational facilities, which are assumed to have contrelled access
and effective physical security.

2 APPLICATION

This Standard may be adopted in all situations where protection agai:st uiauthorized
disclosure is required.

3 REFERENCED DOCUMENTS

The following documents are referred to in this Standard:

AS
2805 Electronic funds transfer—Requirements for ‘nterfaces
2805.2 Part 2: Message structure, format ard con.2nt

2805.5.1  Part 5.1:Ciphers Data encipherment a.zorithm 1 (DEA 1)

2805.5.2  Part 5.2:Ciphers—Modes of operation for an n-bit block cipher algorithm

2805.5.4  Part 5.4:Ciphers—Data  encipherment  algorithm 3 (DEA 3) and related
techniques

2805.6.1  Part 6.1:Key manageme nt- —Principles

2805.6.2  Part 6.2:Key manageme. *—-Transaction keys

2805.6.3  Part 6.3:Key manag>muat—Session keys—Node to node

2805.6.4  Part 6.4:Key manage nent—Session keys—Terminal to acquirer

2805.12.1 Part 12.1: M¢ssag= content—Structure and format

2805.12.2 Part 12.2:*Message content—Codes

2805.12.3 Part 12.5. Mussage content—Maintenance of codes

4 DEFINITZONS
For the purpese of this Standard, the following definitions apply:
4.1 (\.cquirer

vhe i itution, or its agent, which acquires, from the card acceptor, the data relating to the
card trassaction, and which initiates that data into an interchange system.

4.2 Card issuer

The institution, or its agent, which issues the identification card to the cardholder.
4.3 Cipher text

Enciphered information.

4.4 Data encipherment algorithm (DEA)

An algorithm designed to encipher and decipher blocks of data.
NOTE: A DEA is specified in AS 2805.5.4.
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