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Preface
This Standard was prepared by the Standards Australia Committee IT-005, Financial Transaction
Systems, to supersede AS 2805.6.5.3 Int:2017.

The objective of this Standard is to specify the definition of the interface and method to initialize
remotely a terminal cryptographic unit (TCU) when the TCU is not required to be delivered via a
sponsor’s facility.

The major changes in this edition are as follows:

(@ Increase in the DEA 2 key sizes employed.

(b) Allows for hashes of keys to be used.

This Standard is Part 6.5.3 of the following series of Standards:

AS 2805.2, Electronic funds transfer — Requirements for interfaces, Part 2: Message structure,
format and content

AS 2805.3.1, Electronic funds transfer — Requirements for interfaces, Part 3.1. PIN mo 1agement and
security — General

AS 2805.4.1, Electronic funds transfer — Requirements for interfaces, Part 4.1: »’=ssage authentication —
Mechanisms using a block cipher

AS 2805.4.2, Electronic funds transfer — Requirements for interfaces, Port 4.2: Message authentication —
Mechanisms using a hash function

AS 2805.5.1, Electronic funds transfer — Requirement: jor !aterfaces, Part 5.1: Ciphers — Data
encipherment algorithm 1 (DEA 1)

AS 2805.5.2, Electronic funds transfer — Requiren.ents. for interfaces, Part 5.2: Ciphers — Modes of
operation for an n-bit block cipher algorithm

AS 2805.5.3, Electronic funds transfer. —( Rr-quirements for interfaces, Part 5.3: Ciphers — Data
encipherment algorithm 2 (DEA 2)

AS 2805.5.4, Electronic funds trans/~v — Requirements for interfaces, Part 5.4: Ciphers — Data
encipherment algorithm 3 (DEA 3) c¢no related techniques

AS 2805.6.1.1, Electronic funds transfer — Requirements for interfaces, Part 6.1.1: Key management
— Principles

AS 2805.6.1.2, Electronic funa: transfer — Requirements for interfaces, Part 6.1.2: Key management —
Symmetric ciphers, their n2y management and life cycle

AS 2805.6.1.4, Elect: onic funds transfer — Requirements for interfaces, Part 6.1.4: Key management —
Asymmetric crystosystems — Key management and life cycle

AS 2805:6.>. Ele tronic funds transfer — Requirements for interfaces, Part 6.2: Key management —
Transacticn keys

A€ 2¢95.6.3, Electronic funds transfer — Requirements for interfaces, Part 6.3: Key management — Session
‘e;s -— Node to node

AS 2805.6.4, Electronic funds transfer — Requirements for interfaces, Part 6.4: Key management — Session
keys — Terminal to acquirer

AS 2805.6.5.1, Electronic funds transfer — Requirements for interfaces, Part 6.5.1: Key management —
TCU initialization — Principles
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AS 2805.6.5.2, Electronic funds transfer — Requirements for interfaces, Part 6.5.2: Key management —
TCU initialization — Symmetric

AS 2805.9, Electronic funds transfer — Requirements for interfaces, Part 9: Privacy of communications

AS 2805.10, Electronic funds transfer — Requirements for interfaces, Part 10.1: File transfer
integrity validation

AS 2805.11, Electronic funds transfer — Requirements for interfaces, Part 11: Card parameter table

AS 2805.12.1, Electronic funds transfer — Requirements for interfaces, Part 12.1: Message conteirt -
Structure and format

AS 2805.12.2, Electronic funds transfer — Requirements for interfaces, Part 12.2: Apvlication and
registration procedures for Institution Identification codes (IIC)

AS 2805.12.3, Electronic funds transfer — Requirements for interfaces, Part 12.3: Ma vtei.ance procedures
for messages, data elements and code values

AS 2805.13.1, Electronic funds transfer — Requirements for interfaces;. Pcrt 13.1: Secure hash
functions — General

AS 2805.13.2, Electronic funds transfer — Requirements for “ntiiaces, Part 13.2: Secure hash
functions — MD5

AS 2805.13.3, Electronic funds transfer — Requirements fo- interfaces, Part 13.3: Secure hash
functions—SHA-1

AS 2805.14.1, Electronic funds transfer — Requirements for i=cerfaces, Part 14.1: Secure cryptographic
devices (retail) — Concepts, requirements and evaluation mechods

AS 2805.14.2, Electronic funds transfer — Requiren en's for interfaces, Part 14.2: Secure cryptographic
devices (retail) — Security compliance checklists for devices used in financial transactions

The following Handbooks relate to the AS - ¢9: series of Standards:

SAA HB 127, Electronic funds tran:fer — Implementing message content Standards — Conversion
Handbook (changing from AS 2805.2 to h2 AS 2805.12 series)

SAA HB 128, Electronic funds ti ons,’er — Implementing message content Standards — Terminal Handbook
SAAHB 129, Electronic furds ‘car sfer — Implementing message content Standards — Interchange Handbook

In the AS 2805 series of Standards, the terms and definitions used are specific to the Part in which
they appear.

The term “infcrn.ative” is used in Standards to define the application of the appendix to which it applies.
An “informativ>” appendix is only for information and guidance.

© Standards Australia Limited 2020


https://www.stdhive.com/standards/as-28056532020-pdf/

AS 2805.6.5.3:2020 iv

Contents

50 (=Y = Lo OSSOSO ii
DI EIOAUICTION........ooooo e85 \%
T SCOPIC .. 1
2 APPIICATION ..ot 5855 1
3 Normative documents

4 Terms and definitions

5 Description of functional elements

5.1  Cryptographic alOrithIm. ... e 0
5.2 Asymmetric encipherment/decipherment..
5.3 Asymmetric aUtheNtiCatioN ... e e e,
6 OPCIATION ..ot et s
6.1 General.....
6.2 Contributing entities..............
6.3 Initial cryptographic data....
6.4  Manufacturer’s KEYS ... i T AT
6.5 Terminal cryptographic unit Keys and data......... b s 8
6.6 Sponsor’s keys and data..........conn.
6.7 Pre-initialization sequences..........c.cccocce.e.
6.7.1 Sponsor....
6.7.2 Manufacturer
6.7.3 Terminal cryptographic unit
6.8 Sponsor initialization sequence............ccccoceee BIR..... N 21100185 R R R R R
0.8.1  GEIETAL ..ot ] e
6.8.2 Initialize sign-on request 1
6.8.3 Initialize sign-on response 1
6.8.4 Initialize sign-on request 2 .. SN 22 8 0 1 0 1 8 8 S R R R R
6.8.5 Initialize sign-on response 2. .
6.9 Acquirer initialization..........co i
6.9.1 General.....it i i
6.9.2 Acquirer initializati yn k2y (KIA) initialization...
6.9.3 Acquirer initial MAT Key (KMACID)...cos
6.10  BOGUS ENTITY PrOtO O DI i 12
0.10.1  GOIETAL 1 oo 12
6.10.2 Protecion 2gainst bogus manufacturers...
6.10.3 Prot. ctio against bogus sponsors.........
6.10.4 Protec. on against bogus TCUs......
6. 11 KEY LETVIEN 1 e 12
Appendix A (inforipative) MesSage SEQUENCE SUIMMIMIATTY ..........coouewrmeerieeeseeerseerseeesseseseeesseeseeseeeeseeeseeeee e 14

Appendix B (ir.formative) Worked examples

Bibliograp vy



https://www.stdhive.com/standards/as-28056532020-pdf/

v AS 2805.6.5.3:2020

Introduction

Key management is a critical part of application specifications. In the AS 2805 series —

@ AS 2805.6.5.1, Key management — TCU initialization — Principles, defines the principles to be
observed for terminal cryptographic unit (TCU) initialization;

(b) AS 2805.6.5.2, Key management — TCU initialization — Symmetric, describes a TCU
initialization scheme which utilizes a symmetric cipher; whereas

(9 AS 2805.6.5.3, Key management — TCU initialization — Asymmetric (this Standard), descr bes
a scheme which incorporates the use of an asymmetric cipher.

The relevant Standard will be determined by the nature of the interface application and the <orn.straints
of maintaining the security principles within it.
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1 AS 2805.6.5.3:2020
Australian Standard®

Electronic funds transfer — Requirements for interfaces
Part 6.5.3: Key management — TCU initialization — Asymmetric

1 Scope
ThisStandard definestheinterfaceand method toinitialize remotelyaterminal cryptographicunit(TC J):

This Standard provides a method that removes the requirement for visits by agents of span:ors
and acquirers during the life of a TCU for the purpose of initialization of key iranagement
cryptographic variables.

This Standard defines the technique by which TCUs can be remotely initialized. Initia'izac'on is limited
to cryptographic initialization of the first symmetric key of the key management st emo.sed between
the TCU and each acquirer.

This Standard minimizes the probability of initialization of TCUs unknown to the sponsor.

2 Application

This Standard is intended for use wherever secure, remote terminal initialization is required and where
the TCU is not required to be delivered via a sponsor’s facility.

This Standard shall be used in conjunction with tie iey management scheme requirements in
AS 2805.6.2 and AS 2805.6.4.

3 Normative documents

The following documents are referred to.in *he‘cext in such a way that some or all of their content
constitutes requirements of this document.

NOTE Documents for informative purp »<es ire listed in the Bibliography.

AS 2805.5.3, Electronic funds t.ansjer — Requirements for interfaces, Part 5.3: Ciphers — Data
encipherment algorithm 2 (DFA 2,

AS 2805.6.1.1, Electronis fu.:”s transfer — Requirements for interfaces, Part 6.1.1: Key management
— Principles

AS 2805.6.2, Electroiiz funds transfer — Requirements for interfaces, Part 6.2: Key management —
Transaction key s

AS 2805.6.4, Electronic funds transfer — Requirements for interfaces, Part 6.4: Key management — Session
keys — Terminul to acquirer

AS ?28035..5.1, Electronic funds transfer — Requirements for interfaces, Part 6.5.1: Key management —
22U n.itia ization — Principles

109/1EC 18031, Information technology — Security techniques — Random bit generation

4 Terms and definitions

For the purpose of this document, the following terms and definitions apply.
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