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PREFACE

This Standard was prepared by the Standards Australia Committee IT-005, Financial
Transaction Systems to supersede AS 2805.6.5.3—1992.

This Standard incorporates Amendment No. 1 (January 2007). The changes required by the
Amendment are indicated in the text by a marginal bar and amendment number against the
clause, note, table, figure or part thereof affected.

The objective of this Standard is to specify the definition of the interface and method to
initialize remotely a terminal cryptographic unit (TCU) when the TCU is not required tc. be
delivered via a sponsor’s facility.

This Standard is Part 6.5.3 of AS 2805 FElectronic funds transfer—Requiremeni.. fo:
interfaces which, when complete, will consist of the following:

Part 1: Communications

Part 2: Message structure, format and content

Part 3: PIN management and security

Part 4.1:  Message authentication—Mechanisms using a block ciphet

Part 4.2:  Message authentication—Mechanisms using a hash functicn
Part 5.1:  Ciphers—Data encipherment algorithm 1 (DEA 1)

Part 5.2:  Ciphers—Modes of operation for an n-bit blocl cipher algorithm
Part 5.3:  Ciphers—Data encipherment algorithm 2 (DEA 2,

Part 5.4:  Ciphers—Data encipherment algorithm 3.(DI'A 2) and related

techniques
Part 6.1: Key management—Principles
Part 6.2: Key management—Transaction keys
Part 6.3: Key management—Session keys—Nouc to node

Part 6.4: Key management—Session ke 's—Terminal to acquirer

Part 6.5.1: Key management— TCU iniva't.;-ation—Principles

Part 6.5.2: Key management— TClliniii=lization— Symmetric

Part 6.5.3: Key management— TC lintialization— Asymmetric (this Standard)

Part 9: Privacy of commurications
Part 10: File transfer integrit s validation
Part 10.2: Secure file trzns “er (1etail)

Part 11: Card paran:et. - teole

Part 12.1: Message ccatent— Structure and format

Part 12.2: Messcze ¢ ntent—Codes

Part 12.3: Message content— Maintenance of codes

Part 13.1: _5evure hash functions—General

Part 13.2:. C=cure hash functions—MDS5

Part 13.3: Secure hash functions—SHA-1

Part 1:'.1: Secure cryptographic devices (retail)—Concepts, requirements and evaluation
methods

Par.14.2: Secure cryptographic devices (retail)—Security compliance checklists for
devices used in magnetic stripe card systems

Part 15: ICC base stored value/inter-sector electronic purse—Principles

The following Handbooks relate to the AS 2805 series of Standards:

HB 127 Electronic funds transfer—Implementing message content Standards—
Conversion Handbook (changing from AS 2805.2 to the AS 2805.12 series)

HB 128 Electronic funds transfer—Implementing message content Standards—
Terminal Handbook
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HB 129 Electronic funds transfer—Implementing message content Standards—
Interchange Handbook

In the AS 2805 series of Standards, the definitions of words and phrases used are specific to
the Part in which they appear.

This Standard differs from the previous edition in the following aspects:

(a) The original Appendix A has been withdrawn as all required notation can be found in
AS 2805.6.1, and it has been replaced with a new Appendix for Message Sequence
Summary.

(b) It has been updated to increase the DEA2 key sizes employed.

(c) The content has been extended to include all initialization required to prepate i1oe
TCU for financial transactions and provides a better linkage to AS 2£05:4.2 .nd
AS 2805.6.4.

The terms ‘normative’ and ‘informative’ have been used in this Standard to define the
application of the appendix to which they apply. A ‘normative’ appendix is «» integral part
of a Standard, whereas an ‘informative’ appendix is only for informatien an.d gu dance.
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FOREWORD

Key management is a critical part of application specifications. In the AS 2805 series,
Part 6.5.1 defines the principles to be observed for terminal cryptographic unit (TCU)
initialization. Part 6.5.2 describes a TCU initialization scheme which utilizes a symmetric
cipher, whereas Part 6.5.3 (this Standard) describes a scheme which incorporates the use of
an asymmetric cipher.

Choice of an appropriate implementation will be governed by the nature of the interface
application and the constraints of maintaining the security principles within it.
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STANDARDS AUSTRALIA

Australian Standard
Electronic funds transfer—Requirements for interfaces

Part 6.5.3: Key management—TCU initialization—Asymmetric

1 SCOPE

This Standard defines the interface and method to initialize remotely a terminal cryptog-apiic
unit (TCU). In the context of this Standard the term initialization refers only to the in:tial
set-up of a symmetric cryptographic keying relationship between the TCU and tk= acauircr(s).

2 APPLICATION

This Standard is designed to be adopted wherever secure remote tern:inal . itialization is
required and where the TCU is not required to be delivered via a sponsc's 1 .cilivy.

This Standard shall be used in conjunction with the key managcmen: systems described in
AS 2805.6.2 and AS 2805.6.4.

3 REFERENCED DOCUMENTS
The following documents are referred to in this Stan~da.d:

AS

2805

2805.2 Part 2: Message structure, format and content

2805.5.3 Part 5.3: Ciphers—Data encipheiment algorithm 2 (DEA 2)

2805.54 Part5.4 Ciphers—Datz er.ciprerment algorithm 3 (DEA 3) and related
techniques

2805.6.1 Part6.1: Key marage net—Principles

2805.6.2 Part 6.2: Key menagzment—Transaction keys

2805.6.4 Part6.4: Kev i.anagement—Session keys—Terminal to acquirer

2805.6.5.1 Part 6.5.1: Kev management—TCU initialization—Principles

2805.11 Part 11: Ca.2'parameter table

2805.14.1 Part 14:7:  Cecure cryptographic devices (retail) —Concepts, requirements and
evaluation methods

4 DEF'NITTIO.'S
For the pui,ose of this Standard, the definitions below apply.
4.1 _A-quirer

Theinst.tution, or its agent, which acquires from the card acceptor the financial data relating
tuzhe transaction, and which may initiate that data into an interchange system.

4.2 Acquirer initialization key (KIA)

A DEA 3 key established in the TCU during its initialization process, and used to establish an
initial key for the key management scheme between the TCU and acquirer. The key for
acquirer 'n' is denoted KIA,,.

4.3 Acquiring institution identification code (AIIC)

This code is used to uniquely identify the acquiring institution.
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