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PREFACE

This Standard was prepared by the Standards Australia Committee 1T-005, Financial
Transaction Systems to supersede AS 2805.6.4—2001.

The objective of this Standard is to specify key management techniques for keys used in the
authentication, enciphering and deciphering of electronic messages relating to financial
transactions using session keys.

The term ‘informative’ has been used in this Standard to define the application of the
appendix to which it applies. An ‘informative’ appendix is only for information and

guidance.

The AS 2805 series of Standards when published will be as follows:

AS

2805 Electronic funds transfer—Requirements for interfaces

2805.1 Part 1: Communications

2805.2 Part 2: Message structure, format and content

2805.3 Part 3: PIN management and security

2805.4.1 Part4.1: Message authentication—Mechanism usii.2 a v'ock cipher

2805.4.2 Part4.2: Message authentication—Mechanisms using 2.'.ash-function

2805.5.1 Part5.1:  Ciphers—Data encipherment algorithn 1 (DEA 1)

2805.5.2 Part 5.2:  Ciphers—Modes of operation for an 1. b1 olock cipher algorithm

2805.5.3 Part 5.3: Ciphers—Data encipherment.alg rithmn 2 (DEA 2)

2805.5.4 Part 5.4: Ciphers—Data enciphermint ~lgoiithm 3 (DEA 3) and related
techniques

2805.6.1 Part6.1: Key management—Princ ole:

2805.6.2 Part 6.2: Key management—Transacuon keys

2805.6.3 Part 6.3: Key management— Session keys—Node to node

2805.6.4 Part 6.4: Key managemeni- Session keys—Terminal to acquirer (this
Standard)

2805.6.5.1 Part 6.5.1: Key manag>=ieit—TCU initialization—Principles

2805.6.5.2 Part 6.5.2: Key managzement—TCU initialization—Symmetric

2805.6.5.3 Part 6.5.3: Key-maiagement—TCU initialization—Asymmetric

2805.9 Part 9: P-1v .cy uf communications

2805.10  Part 10.1: ~ F.’e transfer integrity validation

2805.10.2 Part 10.2: Secure file transfer (retail)

2805.11 Part 1 : Card parameter table

2805.12.1 Part 12.7 Message content—Structure and format

2805.12.2 _2a.* 12.2: Message content—Codes

2805.12.2 vart 12.3: Message content—Maintenance of codes

2805.13.1 Part 13.1: Secure hash functions—General

2805..3.2 Part 13.2: Secure hash functions—MDS5

2R05.7..3 Part 13.3: Secure hash functions—SHA-1

2802.14.1 Part 14.1:  Secure cryptographic devices (retail)—Concepts, requirements and
evaluation methods

2805.14.2 Part 14.2: Secure cryptographic devices (retail)—Security compliance
checklists for devices used in magnetic stripe card systems

The following Handbooks relate to the AS 2805 series of Standards:

HB 127 Electronic funds transfer—Implementing message content Standards—
Conversion Handbook (changing from AS 2805.2 to AS 2805.12 series)

HB 128 Electronic funds transfer—Implementing message content Standards—
Terminal Handbook
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HB 129 Electronic funds transfer—Implementing message content Standards—
Interchange Handbook

In the AS 2805 series of Standards, the definitions of words and phrases used are specific to
the Part in which they appear.

This Standard was developed from the experience gained by existing providers of EFTPOS
systems in Australia, and by subsequent international developments in the area. It is not
intended to invalidate existing EFTPOS systems, but instead to constitute a formal
specification which will give one of several options for standardization of future
development of EFTPOS systems in Australia.
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FOREWORD

Keys must be protected. Maintaining the secrecy of keys is of the utmost importance
because the compromise of any key allows the compromise of all data ever enciphered
under it. The generation, distribution and protection of keys is called ‘key management’.

Key management is a critical part of application specifications. In the AS 2805 series,
Part 6.1 defines the principles to be observed for key management when developing
specifications; Part 6.2 deals with transaction keys; Part 6.3 with node-to-node session keys
and Part 6.4 (this Standard) with terminal to acquirer session keys. Parts 6.5.1, 6.5.2 and
6.5.3 deal with provision of initial secret values to terminal cryptographic units (TCU»).
Choice of an appropriate implementation will be governed by the nature of the interiace
application and the constraints of maintaining the security principles within it.

The key management system implementation described in this Standard uses sessi>n kij's.

The terminal to acquirer mechanism provides for session keys to be gen-:rated by the
acquirer and for these to be communicated to the terminal enciphercd. 'nder a key
enciphering key. The key enciphering keys are not like traditional master “eys in that they
are themselves updated by means of a one way function from ‘=foim-tion that is not
transmitted. The key update is initiated by each acquirer, w10 ' ontrols the update
frequency. This scheme is used to make back tracking of key enciptering keys as difficult
as exhaustive key determination the data encryption algorith.n.
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STANDARDS AUSTRALIA

Australian Standard
Electronic funds transfer—Requirements for interfaces

Part 6.4. Key management—Session keys—Terminal to acquirer

1 SCOPE

This Standard specifies key management techniques for keys used in the aut’ien.cation,
enciphering and deciphering of electronic messages relating to financial transacti»ns using
session keys.

In particular, this Standard—
(a) defines security interface procedures between terminals and acaui.=rs:

(b) defines methods of interchange of the various enciphering keys used for securing
transactions; and

(c) ensures that messages can only be authenticated at th=ir orrect destination.

NOTE: Principles concerning key management anu plvsicil security are dealt with in
AS 2805.6.1.
2 APPLICATION

This Standard may be adopted in all situations where a secure terminal to acquirer dialogue
is desired.

This Standard can be used in corjuncu:on with the node to node system described in
AS 2805.6.3, and the TCU initializa“on schemes described in the Parts of AS 2805.6.5.
3 REFERENCED DOCUMTNTS

The following documents =re eferred to in this Standard:

AS
2805 Electi »nic funds transfer—Requirements for interfaces
2805.2 Part 2: Message structure, format and content

2805.3 Par 3: PIN management and security

2805.5.4° tort 5.4: Ciphers—Data Encipherment Algorithm 3 (DEA 3) and related
techniques

2805.¢.1 Part 6.1: Key management—Principles

2205.0.2  Part 6.3: Key management—Session keys—Node to node

280-.6.5.1 Part 6.5.1: Key management—TCU initialization—Principles

2505.6.5.2 Part 6.5.2: Key management—TCU initialization—Symmetric

2805.6.5.3 Part 6.5.3: Key management—TCU initialization—Asymmetric

2805.9 Part 9: Privacy of communication

2805.12.1 Part 12.1: Message content—Structure and format

3523 Identification cards—Identification of issuers (all parts)

3524 Identification cards—Financial transaction cards
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