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PREFACE

This Standard was prepared by the Standards Australia Committee IT-005, Financial
Transaction Systems.

The objective of this Standard is to align Australian usage with world best practice and facilitate
financial services interoperability.

This Standard is identical with, and has been reproduced from ISO 11568-4:2007, Banking—
Key management (retail)—Part 4: Asymmetric cryptosystems—Key management and life cycle.

As this Standard is reproduced from an international standard, the following applies:

(a)

Its number appears on the cover and title page while the international standard n-muar
appears only on the cover.

(b)
(©)

References to International Standards should be replaced by referenc:s o Australian or
Australian/New Zealand Standards, as follows:

In the source text ‘this part of ISO 11568” should read ‘this Australian Stand-. d’.

A full point substitutes for a comma when referring to a decimal marker.

Reference to International Standard

Australian or Ausi. 'lia. 'New Zealand

Standard
ISO AS ISO/IEC
10118 Information technology—Security 10118 l1i.‘ormation technology—

(all parts)

techniques—Hash functions

(all parts,

security techniques—Hash
functions

S
11568 Banking—Key management 2807 Electronic funds transfer—
(retail) Requirements for interfaces
11568-1  Part 1: Principles 2805.6.1.1 Part 6.1.1: Key management—
Principles
11568.2  Part 2: Symmetric cipher. “ae'r 2805.6.1.2  Part 6.1.2: Key management—
key management and.li.> cycie Symmetric ciphers, their key
management and life cycle
13491 Banking—Sect -e.crvptographic 2805 Electronic funds transfer—
devices (ret= 1) Requirements for interfaces
13491-1  Part 1: C-ocepts, requirements 2805.14.1  Part 14.1: Secure cryptographic
and eva, :atic n methods devices (retail)— Concepts,
requirements and evaluation
methods
13491-2  "Yar.2: Security compliance 2805.14.2  Part 14.2: Secure cryptographic
chucklists for devices used in devices (retail)—Security
magnetic stripe card systems compliance checklists for
devices used in magnetic stripe
card systems
INO/IEC AS/NZS ISO/IEC
18033 Information technology—Security 18033 Information technology—
techniques—Encryption Security techniques
algorithms
18033-2  Part 2: Asymmetric ciphers 18033.2 Part 2: Asymmetric

cryptosystems
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Only international references or Australia/New Zealand Standards have been listed.

The term ‘normative’ is used to define the application of the annex to which it applies. A
normative annex is an integral part of a standard.


https://www.stdhive.com/standards/as-2805614-2009-pdf/

CONTENTS

Page
1 85T o oY o1 - 1
2 NOrMative refere@NCeS ... —————— 1
3 Terms and definitioNS.......cccv i ——————————— 2
4 Uses of asymmetric cryptosystems in retail financial services systems............ccocceeiiimniiiiiiinnee 3
41 L€ L= 3= o | 3
4.2 Establishment and storage of symmetric Keys ... s S
4.3 Storage and distribution of asymmetric public keys..........cccciiiiiiiiincis i 4
4.4 Storage and transfer of asymmetric private keys ........ccccoiiiiinicincs e 4
5 Techniques for the provision of key management services ..........ccccccriiiiinninnicnnnccene s e 4
5.1 INErOAUCEION ... e ernn s anenas 4
5.2 Key encipherment...........oo i e 4
5.3 Public key certification..........cccoociiiiiii e e ——— 5
5.4 Key separation teChNIQUES ... S e e 6
5.5 Key VerifiCation ... L enrree ssere e 6
5.6 Key integrity teChNiquUes ........ccccceiiminii s S A 7
6 Asymmetric key life CYCle ... i e e ———— 8
6.1 Key life CycCle Phases.........iiiiiie s crnnnees | sassassne e 8
6.2 Key life cycle stages — Generation.............cccoiiiiiiiiiiiiiinines s s 9
6.3 G o - T - 12
6.4 Public key distribution ... e e 14
6.5 Asymmetric key pair transfer ... 4l e ————_— 14
6.6 Authenticity prior to use .........cccciiiiiiniinc T 16
6.7 U S ittt mn s nnes Snane e ne e e Re e Re e E R nn e n e nn s 17
6.8 Public Key revOCation ..........ccciiieiiiiii it o irers s 17
6.9 L2 o F= T 4 1= o 18
6.10  Public key eXpPiration ...t e e 18
6.11 Private key destruction ............ccccceuueens . e N 18
6.12  Private key deletion...........ccccccenrrrrnnee. B 19
6.13  Public KeY arChiVe........iiiiiiitiiiisd i i s 19
6.14  Private key termination ............... ool s 19
6.15 Erasure summary..........ccccevrrumennnn T 20
6.16  Optional life CYCle ProCesSes ...io i 20
Annex A (normative) ApProved 710 @it MS . .....ccccviceciiiicccre e sse e s sn e s e sne s s ne e s sne e e nnnns 21

iv

271 o1 e T T o VS 22


https://www.stdhive.com/standards/as-2805614-2009-pdf/

INTRODUCTION

ISO 11568 is one of a series of International Standards describing procedures for the secure management of
cryptographic keys used to protect messages in a retail financial services environment; e.g. messages
between an acquirer and a card acceptor, or an acquirer and a card issuer.

This part of ISO 11568 addresses the key management requirements that are applicable in the domain of
retail financial services. Typical of such services are point-of-sale/point-of-service (POS) debit and credit
authorizations and automated teller machines (ATM) transactions.

ISO 11568-2 and I1SO 11568-4 describe key management techniques which, when used in combinatio.
provide the key management services identified in ISO 11568-1. These services are:

a) key separation;

b) key substitution prevention;

c) key identification;

d) key synchronization;

e) key integrity;

f)  key confidentiality;

g) keycompromise detection.

This part of ISO 11568 also describes the key life cycle in th=.<0, ‘ex. of secure management of cryptographic
keys for asymmetric cryptosystems. It states both requirem nts :and implementation methods for each step in
the life of such a key, utilizing the key management principle.; services and techniques described herein and
in ISO 11568-1. This part of ISO 11568 does not cmver the management or key life cycle for keys used in

symmetric ciphers, which are covered in ISO 1156.2.

This part of ISO 11568 is one of a series thdt lescribes requirements for security in the financial services
environment, as follows:

ISO 9564-1; ISO 9564-2; ISO 9564-3;'SC TR 9564-4; ISO 11568; 1ISO 13491; ISO/TR 19038.
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AUSTRALIAN STANDARD

Electronic funds transfer—Requirements for interfaces

Part 6.1.4: <
Key management—Asymmetric cryptosystems—Key management
\°

and life cycle
1 Scope \
This part of ISO 11568 specifies techniques for the protection of symmetric and asymmetric crgotoxcaphic
e«éai%\g
I

keys in a retail financial services environment using asymmetric cryptosystems and the life ¢yl ement
of the associated asymmetric keys. The techniques described in this part of ISO 11568 e pliance
with the principles described in ISO 11568-1. For the purposes of this document, the retail finaXcial services

environment is restricted to the interface between:

— a card-accepting device and an acquirer; @
— an acquirer and a card issuer; @

— an ICC and a card-accepting device. <§

2 Normative references x

The following referenced documents are indispensable ((or application of this document. For dated
references, only the edition cited applies. For undated ences, the latest edition of the referenced
document (including any amendments) applies.

ISO 9564-1, Banking — Personal Identificatio
principles and requirements for online PIN har

Ner (PIN) management and security — Part 1: Basic
TM and POS systems

ISO/IEC 9796-2:2002, Information tec
message recovery — Part 2: Integer fac

Security techniques — Digital signature schemes giving
jion based mechanisms

ISO/IEC 10116:1997, Informationo/ogy— Security techniques — Modes of operation for an n-bit block
cipher

ISO/IEC 10118 (all parts)s ation technology — Security techniques — Hash functions

ISO 11568-1, Ban @Key anagement (retail) — Part 1: Principles

ISO 11568-2, Ba
life cycle

ISO;&% , Information technology — Security techniques — Key management — Part 3: Mechanisms

Key management (retail) — Part 2: Symmetric ciphers, their key management and

usin etlc techniques

g@ , Banking — Secure cryptographic devices (retaill — Part 1: Concepts, requirements and
ation methods

& ISO 13491-2, Banking — Secure cryptographic devices (retail) — Part 2: Security compliance checklists for
§ devices used in financial transactions
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