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PREFACE

This Standard was prepared by the Standards Australia Committee IT-005, Financial
Transaction Systems,to supersede AS 2805.6.1—2002, Electronic funds transfer—Requirements
for interfaces—Part 6.1: Key management—Principles.

This Standard incorporates Amendment No. 1 (June 2011). The changes required by the
Amendment are indicated in the text by a marginal bar and amendment number against the
clause, note, table, figure or part thereof affected.

The objective of this Standard is to align Australian key management usage with internationa.
principles and facilitate financial service interoperability.

This Standard is an adoption with national modifications and has been reproduced from 'Sy
11568-1:2005, Banking—Key management (retail)—Part 1: Principles. Varatio.s to
ISO 11568-1:2005 for application of this Standard in Australia are set out in . npciix ZZ
following the source text.

As this Standard is reproduced from an international standard, the following ap:a! =s:

(a) Its number appears on the cover and title page while the interna.’ona - stcadard number
appears only on the cover.

(b) In the source text ‘this part of ISO 11568’ should read ‘this Austi .11an Standard’.
(c) A full point substitutes for a comma when referring to a ¢ .iiizal marker.

References to International Standards should be replac:d 'y references to Australian or
Australian/New Zealand Standards, as follows:

Reference to International Standard Austrahan Standard

ISO AD

11568 Banking—Key management 2805 Electronic funds transfer—
(retail) Requirements for interfaces

11568-2  Part 2: Symmetric ciphers. tho's 2805.6.1.2  Part 6.1.2: Key management—
key management and 'ife >l Symmetric ciphers, their key

management and life cycle

11568-4  Part 4: Asymmetriz 2805.6.1.4 Part 6.1.4: Key management—
cryptosystems— 'y n.danagement Asymmetric cryptosystems—
and life cycle Key management and life cycle

The terms ‘normativ<" ai.d ‘informative’ are used to define the application of the annex to
which they apply. A nor native annex is an integral part of a standard, whereas an informative
annex is only for infori.ation and guidance.
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INTRODUCTION

The 1SO 11568 series of International Standards describes procedures for the secure management of the
cryptographic keys used to protect the confidentiality, integrity and authenticity of data in a retail banking
environment, for instance, messages between an acquirer and a card acceptor, or an acquirer and a card
issuer.

Whereas key management in a wholesale banking environment is characterized by the exchange of keys in a
relatively high-security environment, this part of ISO 11568 addresses the key management requirements that
are applicable in the accessible domain of retail banking services. Typical of such services are point-of-
sale/point-of-service (POS) debit and credit authorizations and automated teller machine (ATM) transaction~

Key management is the process whereby cryptographic keys are provided for use between c:ithorized
communicating parties and those keys continue to be subject to secure procedures until they hav:> been
destroyed. The security of the data is dependent upon the prevention of disclosure and .una :thurized
modification, substitution, insertion, or termination of keys. Thus, key management is cor. ern.d with the
generation, storage, distribution, use, and destruction procedures for keys. Also, by the formal. ation of such
procedures, provision is made for audit trails to be established.

This part of ISO 11568 does not provide a means to distinguish between parties wh.. sha. 2 common keys.
The final details of the key management procedures need to be agreed upon be.ef i1 the communicating
parties concerned and will thus remain the responsibility of the communiccthg , arues. One aspect of the
details to be agreed upon will be the identity and duties of particular individuals..'S) 11568 does not concern
itself with allocation of individual responsibilities; this needs to be ~on'idered for each key management
implementation.
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This part of 1SO 11568 specifies the principles for the management of keys used in cryptosyste
implemented within the retail banking environment. The retail banking environment includes thﬁ\&ﬁace

— a card accepting device and an acquirer, @

— an acquirer and a card issuer,

An example of this environment is described in Annex B, and threats associat d@%e mplementation of
this part of ISO 11568 in the retail banking environment are elaborated in AnNY

This part of ISO 11568 is applicable both to the keys of symmetric cipher|systenys, where both originator and
go

between

— an ICC and a card-accepting device.

recipient use the same secret key(s), and to the private and public ke mmetric cryptosystems, unless
otherwise stated. The procedure for the approval of cryptographi@ ms used for key management is

identifiers. This other information is collectively called “ aterial”. Although this part of ISO 11568
specifically addresses the management of keys, the princi / services, and techniques applicable to keys
may also be applicable to keying material.

specified in Annex A. <
The use of ciphers often involves control information o@ey& e.g. initialization vectors and key
yin

Y

This part of ISO 11568 is appropriate for use b {i al institutions and other organizations engaged in the
area of retail financial services, where the /ays nge of information requires confidentiality, integrity, or
authentication. Retail financial services i Iu are not limited to such processes as POS debit and credit
authorizations, automated dispensing m (% and ATM transactions, etc.

personal identification number (P ipherment and message authentication, respectively. The ISO 11568
series of standards is applicak!e t £ management of the keys introduced by those standards. Additionally,
the key management prozadinss may themselves require the introduction of further keys, e.g. key
encipherment keys. The @ agement procedures are equally applicable to those keys.

O
2 Normatw& rences

ISO 9564 and 1SO 16609 specify of cryptographic operations within retail financial transactions for
(o]

The following\ referenced documents are indispensable for the application of this document. For dated
referenc=s, the edition cited applies. For undated references, the latest edition of the referenced
nt\{ocly Jing any amendments) applies.

docu@%
I 68-2:1994, Banking — Key management (retail) — Part 2: Symmetric ciphers, their key management

ife cycle
& 50 11568-4:1998, Banking — Key management (retaill — Part 4: Asymmetric cryptosystems — Key

management and life cycle
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