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PREFACE

This Standard was prepared by the Standards Australia Committee 1T-005, Financial
Transaction Systems to provide a specification for a MAC algorithm based on the use of
secure hash functions.

This Standard is based on International Standard ISO/IEC 9797-2 but presents a different
choice of algorithms and presentation layout. For compatibility with the ISO Standard users
should choose the SHA-1 function as the hash algorithm.

This Standard forms part of the AS 2805 series of Standards on electronic funds transfer
(EFT) requirements for interfaces which, when published, will be as follows:

AS

2805 Electronic funds transfer—Requirements for interfaces
2805.1 Part 1. Communications

2805.2 Part 2: M essage structure, format and content
2805.3 Part 3: PIN management and security

2805.4.1 Part4.1: Message authentication—M echanism using a bloc:- cipr =

2805.4.2 Part4.2: Message authentication—M echanisms using a hosh-1unction (this
Standard)

2805.5.1 Part5.1: Ciphers—Data encipherment algorithm 1 (DA 1)

2805.5.2 Part5.2: Ciphers—Modes of operation for a..n-bit block cipher algorithm

2805.5.3 Part5.3: Ciphers—Data encipherment algerithi,: 2 (DEA 2)

2805.5.4 Part5.4: Ciphers—Data enciphermentalg.rithim 3 (DEA 3) and related
techniques

2805.6.1 Part6.1: Key management—Princizies

2805.6.2 Part6.2: Key management—Transaction keys

2805.6.3 Part6.3: Key management—Session keys—Node to node

2805.6.4 Part6.4: Key management— Sescion keys—Terminal to acquirer

2805.6.5.1 Part 6.5.1: Key managemeni—= CU initialization—Principles

2805.6.5.2 Part 6.5.2; Key managzi.>ni- -TCU initialization—Symmetric

2805.6.5.3 Part 6.5.3: Key manag. ne' t—TCU initialization—Asymmetric

2805.9 Part 9: Privacy o1 ~ommunications

2805.10  Part 10: Filewmansfer integrity validation

2805.11  Part 11: Carz parameter table

2805.12.1 Part 12.1:.0 Mo=cage content — Structure and format

2805.12.2 Part 12:2: Message content — Codes

2805.12.3 Part 12.3:  Message content — Maintenance of codes

2805.13.1 Part 13..°  Secure hash functions— General

2805.13.2 < Par13.2:  Secure hash functions—MD5

2805.13.C. Fart 13.3:  Secure hash functions— SHA-1

2805.14.1 Part 14.1: Secure cryptographic devices (retail)—Concepts, requirements and
evaluation methods

2005.1¢ Part 15: ICC based stored value /inter-sector electronic purse—Principles

1’2 following Handbooks relate to the AS 2805 series of Standards:

HB 127 Electronic funds transfer—I mplementing message content Standards—
Conversion Handbook (changing from AS 2805.2 to the AS 2805.12 series)

HB 128 Electronic funds transfer—I mplementing message content Standards—
Terminal Handbook

HB 129 Electronic funds transfer—I mplementing message content Standards—
I nterchange Handbook
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Inthe AS 2805 series of Standards, the definitions of words and phrases used are specific to
the Part in which they appear.

The term ‘informative’ has been used in this Standard to define the application of the
appendix to which it applies. An ‘informative’ appendix is only for information and
guidance.
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FOREWORD

Financial transaction messages need to be protected from both accidental and deliberate
alteration and from the introduction of fraudulent messages. A uniform process is required
which facilitates—

(@) validation of the authority of the sender (customer or correspondent);

(b) verification that selected contents of the message have not been altered in transit;
(c) useby both large and small organizations; and

(d) implementation in automated systems.

This Standard defines a process for authentication of messages from sender to reciive
This process is independent of the communications media and payment systems.

The Authentication process includes the computation, transmission, and validation of a
M essage Authentication Code (MAC).

The MAC is based on the complete message text. It is added to the messcae by the sender
and is transmitted to the receiver. The message is accepted as authentic by the receiver, if
the same algorithm and secret key produce a MAC identical to the eceved MAC. Bogus or
altered messages will fail such tests.

Since the algorithms are in the public domain, the security L & authentication process is
directly dependent on the security afforded to the secre! key, o provide this security, the
user of this Standard must establish criteria for th= scoura-yeneration, secure storage, and
secure retrieval of the secret key.

It is the responsibility of the user to put an ¢eréil transfer process in place with the
necessary controls to ensure that the process is implemented under secure procedures.
Further, the controls should include applicetior: of appropriate audit and sensitivity tests in
order to ensure compliance.

This Standard provides a technique fur use as part of that overall process. It applies to the
message from the point of MAC cuaiputation to the MAC check. Validity of the MAC
computation input values and tt.2 use of the MAC computation to check output results must
be a responsibility of the cvaran process provided by the user.

The use of this techniniue 1270 way ensures that the overall process or even the application
of the technique as = past of the process will, in itself, ensure secure results. The user must
ensure that the overall arocessis secure.
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STANDARDS AUSTRALIA

Australian Standard
Electronic funds transfer—Requirements for interfaces

Part 4.2: Message authentication—Mechanisms using a hash-function

1 SCOPE

This Standard specifies two MAC algorithms that use a secret key and a hash-function v:ith
an n-bit result to calculate an m-bit MAC. These mechanisms can be used as data inte_rity
mechanisms to verify that data has not been altered in an unauthorized manne. “Ti.2v.can
also be used as message authentication mechanisms to provide assurance that a mes-age has
been originated by an entity in possession of the secret key. The strengty of the data
integrity mechanism and message authentication mechanism is dependert oi.* e length (in
bits) k and secrecy of the key, on the length (in bits) n of the hash-functior, and .ts strength,
on the length(in bits) m of the MAC, and on the specific mechanizm:

This Standard provides a method for protection against accidental o, de.iberate alteration of
messages between sending and receiving parties.

A hash-function based file integrity mechanism is descrizea ‘n AS 2805.10, File transfer
integrity validation.
This Standard does not provide for —

(@) the use of encryption for the protection of messages against unauthorized disclosure;
or

(b) protection against message loss or duplicetion.

2 REFERENCED DOCUMENTS

The following Standards are refe -ea < In this Standard:

AS
2805 Electronic fui s transfer— Requirements for interfaces
2805.2 Part 2: ‘N essage structure, format and content

2805.4.1 Part 4/1: M essage authentication—M echanism using a block cipher
2805.6.1 Part 6.2: Key management —Principles

2805.10 Fert 10 Filetransfer integrity validation

2805.12.1 Part 12.1: Message content — Structure and format

2805.12.2  Part 12.2: Message content —Codes

2805.'2.3 Part 12.3: Message content —Maintenance of codes

2802121 Part 13.1: Secure hash functions— General

2605.13 2 Part 13.2: Secure hash functions—MD5

2?05.13.3 Part 13.3: Secure hash functions— SHA-1

ISO/IEC

646 Information technology —1SO 7-bit coded character set for information
interchange

9797 I nformation technology — Security techniques— M essage Authentication
Codes (MACs)

9797.2 Part 2: Mechanisms using a hash-function
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