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PREFACE

This Standard was prepared by the Standards Australia Committee IT-005, Financial Transaction
Systems. This Standard is identical with and has been reproduced from ISO 13491-2:2000, Banking—
Secure cryptographic devices (retail)—Part 2: Security compliance checklists for devices used in
magnetic stripe card systems.

The objective of this Standard is to provide a security compliance checklist for evaluating secur
cryptographic devices (SCDs) used in magnetic stripe systems in accordance with AS 2805.14.1:2C29.

This Standard is Part 14.2 of AS 2805, Electronic funds transfer—Requirements for interfares, which
is published in parts as follows:

AS

2805
2805.1
2805.2
2805.3
2805.4
2805.5.1
2805.5.2
2805.5.3
2805.5.4
2805.6.1
2805.6.2
2805.6.3
2805.6.4
2805.6.5.1
2805.6.5.2
2805.6.5.3
2805.9
2805.10
2805.10.2
2805.11
2805.12.1
2805.12.2
2805.12.3
2805.13.1
2805.13.2
2805.13.3
2805.14.1

2805.14.2

Electronic funds transfer—Requirements for interfaces

Part 1:
Part 2:
Part 3:
Part 4:
Part 5.1:
Part 5.2:
Part 5.3:
Part 5.4:
Part 6.1:
Part 6.2:
Part 6.3:
Part 6.4:
Part 6.5.1:
Part 6.5.2:
Part 6.5.3:
Part 9:
Part 10:
Part 10.2:
Part 11:
Part 12.1:
Part 12.2:
Part 12.3:
Part 13.1:
Part 13.2:
Part. 73.2:
Pa-t1°.1:

Part 14.2:

Communications

Message structure, format and content

PIN management and security

Message authentication

Ciphers—Data encipherment algorithm 1 (DE+. 1)

Ciphers—Modes of operation for an n-bit block ci~ker algorithm
Ciphers—Data encipherment algorithm 2 (L EA 2)

Ciphers—Data encipherment algorithm.3 (X EA 3) and related techniques
Key management—Principles

Key management—Transaction i 2ys

Key management—Session keve—Toae to node

Key management—Session ke 7s— Terminal to acquirer

Key management—TCU initialization—Principles

Key management—TCU initialization—Symmetric

Key management—TU C.iaitialization—Asymmetric

Privacy of commyzzications

File transfer‘inte > 1ty validation

Secure file tran:fer (retail)

Card parametr table

Messa e .ontent—Structure and format

Messag > content—Codes

Mes.age content—Maintenance of codes

Secre hash functions—General

Sccure hash functions—MDS5

Secure hash functions—SHA-1

Secure cryptographic devices (retail)—Concepts, requirements and evaluation
methods

Secure cryptographic devices (retail)—Security compliance checklists for
devices used in magnetic stripe card systems (this Standard)

The fc'lowing Handbooks relate to the AS 2805 series of Standards:

KB 127

HB 128

HB 129

Electronic funds transfer—Implementing message content Standards—Conversion
Handbook (changing from AS 2805.2 to the AS 2805.12 series)

Electronic funds transfer—Implementing message content Standards—Terminal

Handbook

Electronic funds transfer—Implementing message content Standards—Interchange

Handbook
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The terms ‘normative’ and ‘informative’ have been used in this Standard to define the application of
the annex to which they apply. A ‘normative’ annex is an integral part of a Standard, whereas an
‘informative’ annex is only for information and guidance.

As this Standard is reproduced from an International Standard, the following applies:

(a) Its number does not appear on each page of text and its identity is shown only on the cover and
title page.

(b) In the source text ‘this part of ISO 13491’ should read ‘this Australian Standard’.
(c) A full point should be substituted for a comma when referring to a decimal marker.

References to International Standards should be replaced by references to the following identical
Australian or Australian/New Zealand Standards, as follows:

Reference to International Standard Australian/New Zealand Standard

ISO AS

7498 Information processing systems — 2777 Information proces<ing systems —
Open Systems Interconnection— Open systems inicscennection—
Basic Reference Model Basic reference .n0de;

7498-2  Part 2: Security Architecture 2777.2  Part 2: Securi.v ~rchitecture

13491 Banking—Secure cryptographic 2805 Electroni. fur ds transfer—
devices (retail) Requirements for interfaces

13491-1 Part 1: Concepts, requirements and 2805.14.1 Pa.t 2.1: Secure cryptographic
evaluation devices (retail)—Concepts,

seqairements and evaluation methods

The following Australian Standards have equivalent .>ch'iical content to the International Standards
and may be used instead of the International Standards.

ISO AS
9807 Banking and related finarcial 2805.4  Electronic funds transfer—
services—Requirements for message Requirements for interfaces
authentication (retail) Part 4.1: Message  authentication—
Mechanism using a block cipher
11568 Banking—Key ranag=7aent (retail) 2805.6  Electronic funds transfer—
(all parts) (all parts) Requirements for interfaces—Key

management

AS 2805.3, Elec.ronic funds transfer—Requirements for interfaces, Part 3: PIN management and
security, contal,s technical information from ISO 9564-1:2002, Banking—Personal Identification
Number (F'N) management and security, Part 1: Basic principles and requirements for online PIN
handiing i» ATM and POS systems and ISO 9564-2, Banking—Personal Identification Number
maz.1ger ent. and security, Part 2: Approved algorithm(s) for PIN encipherment.
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AUSTRALIAN STANDARD

Electronic funds transfer—Requirements for interfaces

Part 14.2
Secure cryptographic devices (retail)—Security compliance checklists for
devices used in magnetic stripe card system

1 Scope

This part of ISO 13491 specifies checklists to be used to evaluate secure cryptogreohic. de.ices (SCDs)
incorporating cryptographic processes, as specified in 1SO 9564, 1SO 9807 and I1SO 1156€, in a .nagnetic stripe
card environment. It does not specify checklists for SCDs used in an integrated circuit card (ICC) 2nvironment.

This part of ISO 13491 does not address issues arising from the denial of service of e SC.
In the checklists given in annexes A to H, the term “not feasible” is intended tz -~orn <y the notion that although a
particular attack might be technically possible it would not be economically |. ude i, since carrying out the attack

would cost more than any benefits obtained from a successful attack. In addiu :n to attacks for purely economic
gain, malicious attacks directed toward loss of reputation need to be cuns dered.

2 Normative references

The following normative documents contain provisions which, through reference in this text, constitute provisions of
this part of ISO 13491. For dated references, subsequent amciidments to, or revisions of, any of these publications
do not apply. However, parties to agreements based on this part of ISO 13491 are encouraged to investigate the
possibility of applying the most recent editions .0i the normative documents indicated below. For undated
references, the latest edition of the normative ‘d!'ocuument referred to applies. Members of ISO and IEC maintain
registers of currently valid International Stanciar:.s.

ISO 7498-2, Information processing syste.as — Open Systems Interconnection — Basic Reference Model —
Part 2: Security Architecture.

ISO 8908, Banking and related finc 1ciz| services — Vocabulary and data elements.

ISO 9564-1, Banking — ‘Pei~onal Ildentification Number management and security — Part 1. PIN protection
principles and techniques.

ISO 9564-2, Bankii 1 — Rersonal Identification Number management and security — Part 2: Approved algorithm(s)
for PIN encipheri.ent.

ISO 9807. Baking and related financial services — Requirements for message authentication (retail).
ISO _'56¢6 ‘all yarts), Banking — Key management (retail).

L0 1.491-1, Banking — Secure cryptographic devices (retail) — Part 1: Concepts, requirements and evaluation
rieusods.
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