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PREFACE

This Standard was prepared by the Standards Australia Committee 1T/5, Financial
Transaction Systems. Much of the content of this Standard is based on The MD5 Message
Digest Algorithm,* and acknowledgement is hereby made of the considerable assistance
provided by that document.

The objective of this Standard is to specify the algorithm for the secure hash function MD5.

This Standard forms part of the AS 2805 series of Standards on electronic funds transfer
(EFT) requirements for interfaces which is published as follows:

AS

2805
2805.1
2805.2
2805.3
2805.4
2805.5.1
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2805.5.3
2805.5.4

2805.6.1
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2805.13.1
2805.13.2
2805.13.3
2805.14.1

Electronic funds transfer—Requirements for interfaces

Part 1:
Part 2:
Part 3:
Part 4:
Part 5.1:
Part 5.2:
Part 5.3:
Part 5.4:

Part 6.1:
Part 6.2:
Part 6.3:
Part 6.4:
Part 6.5.1:
Part 6.5.2:
Part 6.5.3:
Part 9:
Part 10:
Part 11:
Part 12.1:
Part 12.2:
Part 12.3:
Part 13.1:
Part 17...
Part 1. 3:
Part 14.1.

Communications

M essage structure, format and content

PIN management and security

M essage authentication

Ciphers—Data encipherment algorithm 1 (DEA 1)
Ciphers—M odes of operation for an n-bit blz~k ¢iraer algorithm
Ciphers—Data encipherment algorithm 2 (D EA 2)
Ciphers—Data encipherment algorithm 3 (DEA 3) and related
techniques

Key management—Principles

Key management— Transacticn kavs

Key management— Session .:ey. —Node to node

Key management— Session keys—Terminal to acquirer

Key management—TCU :nit.alization— Principles

Key management—TCU initialization— Symmetric

Key management— TCd! initialization— Asymmetric

Privacy of cornmunications

Filetransfe ir.egrity validation

Card paramcter table

M essag = cuatent— Structure and format

M essay= content— Codes

N !essege content—Maintenance of codes

Secure hash functions—General

Zecure hash functions—M D5 (this Standard)

Secure hash functions—SHA-1

Secure cryptographic devices (retail) — Concepts, requirements
and evaluation methods

The followi2g Handbooks relate to the AS 2805 series of Standards:

HE 127

k5 128

HB 129

Electronic funds transfer—I mplementing message content Standards—
Conversion Handbook (changing from AS 2805.2 to the AS 2805.12 series)

Electronic funds transfer—I mplementing message content Standards—
Terminal Handbook

Electronic funds transfer—I mplementing message content Standards—
I nterchange Handbook

* Rivest, R.L., The MD5 Message Digest Algorithm, RFC1321,

April 1992.

Internet Activities Board,
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Part 4.1, Message authentication using DEA 3, of the AS 2805 series is in the course of
preparation.

Inthe AS 2805 series of Standards, the definitions of words and phrases used are specific to
the Part in which they appear.

The term ‘informative’ has been used in this Standard to define the application of the
appendix to which it applies. An ‘informative’ appendix is only for information and
guidance.
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1 SCOPE

This Standard specifies the algorithm for the secure hash function MD5.
NOTES:

1 MD5 was developed by Rivest in 1991 and is an improved version of MD4, alco deveioped by
Rivest. It is one of a family of similar hash functions whose members ircluce MD4, SHA,
RIPEMD and HAVAL.

2 Examples of MD5 hash codes are given in Appendix A.
3 Comment on the use of this Standard are given in Appendix B.
4 A reference implementation may be found in Ref. 1 (See Appendix C,.

2 APPLICATION

This Standard is for use where a secure hash funct:an .= required and where a 128-bit hash
code is considered adequate.

This Standard may be used in conjunction with the ey management systems specified in
AS 2805.6 (all Parts) for key verification.

NOTE: Comment on the use of this Stand~rd s given in Appendix B.

3 REFERENCED DOCUMENTS
The following documents arercfe sed to in this Standard:

AS

2805 Electronic fu.\@s transfer — Requirements for interfaces
2805.6 Part 6: “<ey niianagement (all Parts)

2805.13.1 Part 1%.1. Hesh functions—General

4 DEFINIT!ONS

For the purpese of this Standard, the definitions in AS 2805.13.1 apply.
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