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PREFACE

This Standard was prepared by the Standards Australia Committee IT-005, Financial
Transaction Systems. This Standard is an adoption with national modifications to reflect local
conditions and has been reproduced from, ISO 15668:1999, Banking—Secure file transfer
(retail). For the purpose of this standard ISO 15668:1999, Banking—Secure file transfer (retail)
shall be modified as set out in Annex ZA. A vertical line in the margin indicates where the base
publication has been modified by Annex ZA.

The objective of this Standard is to specify the different kinds of file transfer used in tk= rctail
banking environment.

This Standard is Part 10.2 of AS 2805, Electronic funds transfer—Requirements )r . ater, =ces,
which is published in parts as follows:

AS

2805 Electronic funds transfer—Requirements for interfaces
2805.1 Part 1: Communications

2805.2 Part 2: Message structure, format and content
2805.3 Part 3: PIN management and security

2805.4 Part 4: Message authentication

2805.5.1 Part5.1:  Ciphers—Data encipherment algorithn.. 1 {/DEA 1)

2805.5.2 Part5.2:  Ciphers—Modes of operation for ar. u-bivblock cipher algorithm

2805.5.3 Part 5.3:  Ciphers—Data encipherment algori.hm 2 (DEA 2)

2805.5.4 Part5.4:  Ciphers—Data encipherment a:zo1thm 3 (DEA 3) and related
techniques

2805.6.1 Part6.1: Key management—Principics

2805.6.2 Part 6.2: Key management—Transaction keys

2805.6.3 Part 6.3: Key management—-Scssion keys—Node to node

2805.6.4 Part 6.4: Key managemen:—Session keys—Terminal to acquirer

2805.6.5.1 Part 6.5.1: Key managenier.—1CU initialization—Principles

2805.6.5.2 Part 6.5.2: Key manag=m.2t—TCU initialization—Symmetric

2805.6.5.3 Part 6.5.3: Key mancgen ent—TCU initialization—Asymmetric

2805.9 Part 9: Privacy ¢f ~ommunications

2805.10  Part 10: Ele tzoric funds transfer—Requirements for interfaces—File transfer
Iategiiy validation

2805.10.2 Part 10.2. Secure file transfer (retail) (this Standard)

2805.11 Part 11: (“ard parameter table

2805.12.1 Par=12.1: Message content—Structure and format

2805.12.2¢ Fort 12.2: Message content—Codes

2805.12.3 art'12.3: Message content—Maintenance of codes

2805.12.1 Part 13.1: Secure hash functions—General

2895232 Part 13.2:  Secure hash functions—MDS5

2302:13.3° Part 13.3:  Secure hash functions—SHA-1

2605.14.1 Part 14.1:  Secure cryptographic devices (retail)—Concepts, requirements and
evaluation methods

2805.14.2 Part 14.2: Secure cryptographic devices (retail)—Security compliance checklists
for devices used in magnetic stripe card systems
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The following Handbooks relate to the AS 2805 series of Standards:

HB 127 Electronic funds transfer—Implementing message content Standards—Conversion
Handbook (changing from AS 2805.2 to the AS 2805.12 series)

HB 128 Electronic funds transfer—Implementing message content Standards—Terminal
Handbook

HB 129 Electronic funds transfer—Implementing message content Standards—Interchange
Handbook

The terms ‘normative’ and ‘informative’ are used to define the application of the annex to
which they apply. A normative annex is an integral part of a standard, whereas an informative
annex is only for information and guidance.

None of the normative references in the source document have been adopted as Austral.an o~
Australian/New Zealand Standards.

As this Standard is reproduced from an International Standard, the following applie_:

(a) Its number does not appear on each page of text and its identity is shcwn onty on the
cover and title page.

(b) In the source text ‘this International Standard’ should read ‘this Austrai.'an S andard’.

(c) A full point should be substituted for a comma when referring t a decimal marker.
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AUSTRALIAN STANDARD

Electronic funds transfer—Requirements for interfaces

Part 10.2:
Secure file transfer (retail)

(ISO 15668:1999, MOD)

1 Scope

In contrast to file transfers in a wholesale banking environment characterised by exchanges c¢* laipe volume,
between mainframes, in a relatively high-security environment ("bulk file transfers"); those in a i»tan banking
environment are characterised by low volumes and a lower degree of reliability of environiaenc in which
downloaded devices are operated. Such devices may be, but not limited to, an electronic »air." of sale terminal
(EPQOS), an automated vending machine (AVM), an automated teller machine (ATM), or a merchant server in
communication with payment gateways.

It is assumed that a pre-established relationship exists between the entities involved in ue secure file transfer,
especially to cover the legal and commercial aspects related to the file transfer liabities.

This International Standard applies to the different kinds of file transfer used in 1 >tai' banking environment, but does
not cover transaction messages identified in ISO 8583.

The transfer may require timeliness, and requires at least one of the Juiiow. g security services:
— message origin authentication;

— receiver authentication;

— integrity;

— confidentiality;

— non repudiation of origin;

— non repudiation of delivery;

— auditability.

It is assumed that all data .orw..rded by the originator shall have been confirmed as legitimate and correct prior to
the transfer.

The different types o files to be transferred could contain:

— software;

— b arewil tre nsactions which have been performed and registered, (uploading);
— tedhnical data related to an acquirer (access parameters...), (downloading);

—  application data related to an acquirer (BIN list, hot list, ...), (downloading).
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