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PREFACE

This Standard was prepared by the Australian members of the Joint Standards Australia/Standards
New Zealand Committee IT-012, Information Systems, Security and Information Technology. After
consultation with stakeholders in both countries, Standards Australia and Standards New Zealand
decided to develop this Standard as an Australian, rather than an Australian/New Zealand Standard.

It is identical with, and has been reproduced from ISO/IEC 14443-4:2001, Identification cards—
Contactless integrated circuit(s) cards—Proximity cards, Part 4: Transmission protocol.

The objective of this Standard is to specify a half-duplex block transmission protocol featui'ng the
special needs of a contactless environment and to define the activation and deactivation sequenc? of
the protocol.

This Standard is Part 4 of AS/NZS 14443, Identification cards—Contactless integ. atec - circuit(s)
cards—Proximity cards, which is published in parts as follows:

Part 1: Physical characteristics

Part 2: Radio frequency power and signal interface
Part 3: Initialization and anticollision

Part 4: Transmission protocol (this Standard)

The terms ‘normative’ and ‘informative’ are used to define the app’ication of the annex to which they
apply. A normative annex is an integral part of a Standard, whercva »~= informative annex is only for
information and guidance.

As this Standard is reproduced from an International Sta:xdaid, u.c following applies:

(a) Its number appears on the cover and title page wiile \he International Standard number appears
only on the cover.

(b) In the source text ‘this part of ISO/IEC 14443’ should read ‘this Australian Standard’.
(c) A full point substitutes for a comma whea.r >ferring to a decimal marker.

References to International Standards -hoild be replaced by references to Australian or
Australian/New Zealand Standards, as fo'’ows:

Reference to International Stardc.vd Australian Standard

ISO/IEC AS

14443 Identificatior coras —Contactless 14443 Identification cards—Contactless
integrated cu -uif.s) cards—Proximity integrated circuit(s) cards—Proximity
cards cards

14443-2  Part 2. Radio frequency power and 14443.2  Part 2: Radio frequency power and
signa’ interface signal interface

14443-3  art 3: Initialization and anticollision 14443.3 Part 3: Initialization and anticollision


https://www.stdhive.com/standards/as-144434-2003-pdf/

CONTENTS

Page
1 S0 o] o1 TS ST PTPOTP 1
2 N 0 0 F= LN I (=] =T =T g [ =L PP 1
3 Terms and AefiNITIONS ... e e e e e e et e e e e e e s s e nne e ee e e e enrnraeeeeeeeeeennnnn s L
4 Symbols and abbreviated terMS. ... ... T e 2
5 Protocol activation Of PICC TYPE Attt i e 4
51 RequEeSt FOr ANSWET T0 SEIECT .......c.ueiiiiiiii e LN 6
5.2 A g 1YY g (o T 1= o O S S 6
5.2.1  StruCture Of the DYIES ......uviiiiiiiiiiiiiii s s e e s e s e ne s e ns rrna e e e aeaeee e e 7
LT 1= T | 1 1 0 (T 7
LT T o ] ¢ 0 = L A )Y/ (= R 7
LT A 0 (=T 7= 1o =N o)V (= 1 A G 8
5.25  INtErface DYLE TB(L)....uuuuuuuiiiiiiiiiiiiiiiiiiii s e e 8
LT ST 01 (=T = 1o =N o))V (= (T S 9
B5.2.7  HIStONICAl DYLES ..ot e ettt 9
5.3 Protocol and parameter SElECHION FEQUEST ........ocuuiiiiiiiie e s et 10
LT 20 R 1 -1 o 0}V (= PSSP TP UPRPP 10
5.3.2  Parameter O...ccoo oo PP PPPPPPPRTPPPRE 11
LR J0C T o= = 0 01 (= O 11
54 Protocol and parameter SEleCHION rESPONSE .........eiiii it e e e 12
55 Activation frame Waiting tIMe ... e 12
5.6 Error deteCtion @nd FECOVEIY .......ccoo e e 12
5.6.1 Handling of RATS and ATS.......cccooiuviiiiminins e e e e e e e e e e e e ar——————— 12
5.6.2 Handling of PPS request and PPS rESPONSE ........u.iiiiiiiiiiiiiiiiiiieiissss s s s s ssss s s sasesaaaaaaaaaaaaaaaaeasanannnnanas 13
5.6.3 Handling of the CID dUuring aCtiVatION........ ....uuiiiiiiiiiii s e e e e e e e e e e e asss s e 13
6 Protocol activation of PICC Type B.......... .. N - - ieiaiareeeeeeeaeeeeeeeeeaaaaraaaaaaaaan 14
7 Half-duplex block transSmisSSioN Prow0r Ol .........ocuiiii i e e e e e e 14
7.1 (2 [T od 2 {1 12 - L SRR 15
4% % R o o] oo BT 11 [0 N PSPPI 15
4% 2 1 01 {0 2 0 = U Lo T 1= o PSS 17
T.01.3  EPIHOQUE TIEIA. ... ettt et e e bt e e e et bt e e e e b b e e e s anbb e e e e anbbe e e e annas 18
7.2 Frame waiting time..... ... <0 SR 18
7.3 Frame waiting time €X 2NSI0N ..o 18
7.4 POWET [EVEI INAICE LU Lottt ettt e e e e ettt e e e e e e s et b be e e s e s nnbbeaeeaeeesaannes 19
7.5 ProtoCOl OPEration. ... oo 20
T.5. 1 MUII-ACHVATION ...ttt ettt et e e e oo b b e et e e e e e e o e a bbb ettt e e e e e e e bbe e e e e e e e nbbbbeeeeeeeeaannnbnneeas 20
T2 O o - T | 1 T 20
AR T0C T =1 Yo Qo 1601 o Yt [ o N 1 1= 21
7.5.4  BIOCK NANUTNG FUIES ...ttt e e e h bttt e e s et b e e e anbbe e e s annas 21
7.5.5  Error deteCliON ANA FECOVEIY ...cooo ittt ettt e e e et e e e et e e e e bt ee s st b e e e e anbae e e e anbes 22
8 Footoce | deactivation of PICC Type A and TYPE B ..o 23
8.1 Deastivation frame Waiting LIME .........oo ettt sbr e e sbae e e e e 23
8.2 ErrOr deteCiON ANA FECOVEIY ...cooiiiiiie ettt ettt e e s ettt e e et et e st e e e e e anbae e e e enbes 23
X A (informative) MUlti-ACtivation eXamMPIE ..........eii i 24
Arinex B (informative) ProtoCOl SCENAIIOS .........coooiiiiii s 25
B.1 [N\ o] £= 1 o] o TSSO PR TOPPPPPPPPTR 25
B.2 Error-fre@ OPeration ... 25
B.2.1 EXChanQe Of [-DIOCKS ... .ottt ettt et ea e et e et saeeaesesesesesesesnnssnnnnnnes 25

B.2.2 Request for waiting time eXtENSION ..........cooiiiiii ettt eraaeeeaeaerarane 26


https://www.stdhive.com/standards/as-144434-2003-pdf/

B.2.3
B.2.4
B.3

B.3.1
B.3.2
B.3.3
B.3.4

Page
D S = I = O PSSP 26
(4 5 = 11 o 11 T 26
00 = T | T S 27
e = g T =0 o] 0T <= 27
Request for waiting time EXEENSION............oiiiiiiiiiiieeeieeeeeee ettt ee et ee e e ae e e aeee e tereee e reeesasasnrersrerssnrnrnrnnes 28
[ S I = O SRR 3
(O3 o T ] o1 o o [T PO PP OUPPPPPPPP 30

Annex C (informative) Block and frame Coding OVEIVIEW ..........oocuiiiiiiiiiiiiiiie e s e 33


https://www.stdhive.com/standards/as-144434-2003-pdf/

AUSTRALIAN STANDARD

Identification cards — Contactless integrated circuit(s) cards —
Proximity cards — Part 4: Transmission protocol

1 Scope

This part of ISO/IEC 14443 specifies a half-duplex block transmission protocol featuring the special 1.~eds of a
contactless environment and defines the activation and deactivation sequence of the protocol.

This part of ISO/IEC 14443 is intended to be used in conjunction with other parts of ISOV/IEC 14443 and is
applicable to proximity cards of Type A and Type B.

2 Normative references

The following normative documents contain provisions, which, through refere. ce 1 this text, constitute provisions
of this part of ISO/IEC 14443. For dated references, subsequent amendments o, or revisions of, any of these
publications do not apply. However, parties to agreements based on ti s part of ISO/IEC 14443 are encouraged to
investigate the possibility of applying the most recent editions of the nc mative documents indicated below. For
undated references, the latest edition of the normative document -eferred to applies. Members of 1ISO and IEC

maintain registers of currently valid International Standards.

ISO/IEC 7816-3, Information technology — ldentification cards — Ii.cegrated circuit(s) cards with contacts — Part 3:
Electronic signals and transmission protocols.

ISO/IEC 7816-4, Information technology — ldentification cards — Integrated circuit(s) cards with contacts — Part 4:
Interindustry commands for interchange.

ISO/IEC 7816-5, Identification cards — lateg »ied circuit(s) cards with contacts — Part 5: Numbering system and
registration procedure for application identi=rs.

ISO/IEC 14443-2, Identification carzz — Contactless integrated circuit(s) cards — Proximity cards — Part 2: Radio
frequency power and signal interfa ~¢.

ISO/IEC 14443-3, Identificuion ~ards — Contactless integrated circuit(s) cards — Proximity cards - Part 3:
Initialization and anticollisic 1.
3 Terms and acfinitions
For the purpo.es of this part of ISO/IEC 14443, the following terms and definitions apply.
3.1
bit durction
c7e es mentary time unit (etu), calculated by the following formula:
1letu=128/(D xfc)
The initial value of the divisor D is 1, giving the initial etu as follows:

1letu=128/fc

Where fc is the carrier frequency as defined in ISO/IEC 14443-2.
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