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PREFACE

This Standard was prepared by the Australian members of the Joint Standards Australia/Standards
New Zealand Committee IT-012, Information Systems, Security and Identification Technology. After
consultation with stakeholders in both countries, Standards Australia and Standards New Zealand
decided to develop this Standard as an Australian, rather than an Australian/New Zealand Standard.

This Standard is identical with, and has been reproduced from ISO/IEC TR 13335-2:1997

Information technology—Guidelines for the management of IT Security, Part 2: Managing <nd
planning IT Security.

The objective of this Standard is to address subjects essential to the management of IT security and
the relationship between those subjects, for the identification and management of all aspucts of IT
security.

This Standard is Part 2 of AS 13335, Information technology—Guidelines for the management of IT
Security, which is published in parts as follows:

Part 1: Concepts and models for IT Security

Part 2: Managing and planning IT Security (this Standard)

Part 3: Techniques for the management of IT Security

Part 4: Selection of safeguards

Part 5: Management of guidance on network security

As this Standard is reproduced from an international standard, the following applies:

(a) Its number appears on the cover and title page while \he wuernational standard number appears
only on the cover.

(b) In the source text ‘this part of ISO/IEC TR 13335 sh¢uld read ‘this Australian Standard’.
(c) A full point substitutes for a comma when referring to a decimal marker.

References to International Standards shoull be replaced by references to Australian or
Australian/New Zealand Standards, as followu:

Reference to International Standard Australian Standard

ISO/IEC AS

TR 13335 Information technoloov—-¢'uidelines 13335 Information technology—Guidelines
for the managemen ci IT Security for the management of IT Security

13335-1 Part 1: Concepts and wiodels for IT 13335.1 Part 1: Concepts and models for IT

Security Security
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AUSTRALIAN STANDARD

Information technology — Guidelines for the management of IT
Security —

Part 2:
Managing and planning IT Security

1 Scope

The guidelines in this part of ISO/IEC TR 13335 address subjects essential to the management of IT security, cnd v 2
relationship between those subjects. These guidelines are useful for the identification and the managen ent' fall _spects of IT
security.

Familiarity with the concepts and models introduced in Part 1 is essential for a complete understanc ing of this part.

2 Reference

ISO/IEC TR 13335-1:1996, Information technology — Guidelines for the managen:ent' o, 1T 2: urity — Concepts and models
Jor IT Security.

3 Terms and definitions

For the purposes of this part of ISO/IEC TR 13335, the definitions given 71 ISQ/IsC TR 13335-1 apply. The following terms
are used: accountability, asset, authenticity, availability, baseline contrls, canf.dentiality, data integrity, impact, integrity, IT
security, IT security policy, reliability, residual risk, risk, risk analys.: ris’> management, safeguard, system integrity, threat,
vulnerability.

4 Structure

Part 2 is divided into 17 clauses. Clauses 5 and 6 prov'de (aforn.ation on the aim and background of this document. Clause 7
provides an overview of the various activities involed ‘n successful IT security management. Clauses 8 through 16 elaborate
on these activities. Clause 17 provides a summe.y.

5 Aim

The aim of this part is to present the ' ffeic. activities related to the management and the planning of IT security, as well as
the associated roles and responsibi. tizs vvithin an organization. It is relevant to IT managers who typically have responsibility
for procurement, design, impleenta.lcu, or operation of IT systems. Apart from managers with responsibility for IT security, it
is also relevant to managers-=ho . re responsible for activities that make substantial use of I'T systems. Generally, this part is
useful for anybody having man. gerial responsibilities relating to an organization’s IT systems.

6 Background

Government and’ conmercial organizations rely heavily on the use of information to conduct their business activities. Loss of
confidentizlity, int grity, availability, accountability, authenticity and reliability of information and services can have adverse
impacts on »rganizations. Consequently, there is a critical need to protect information and to manage the security of
infor matio 2chnology (IT) systems within organizations. This requirement to protect information is particularly important in
to “ay's uavirc iment because many organizations are internally and externally connected by networks of IT systems.

't ~ecurity management is a process used to achieve and maintain appropriate levels of confidentiality, integrity, availability,

accountability, authenticity and reliability. IT security management functions include:

¢  determining organizational IT security objectives, strategies and policies,

e determining organizational IT security requirements,

e identifying and analyzing the security threats to, and vulnerablilities of, the assets of IT systems within the organization,

o identifying and analyzing security risks,

e specifying appropriate safeguards,

*  monitoring the implementation and operation of safeguards that are necessary in order to cost effectively protect the
information and services within the organization,
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