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PREFACE

This Standard was prepared by the Australian members of the Joint Standards Australia/Standards
New Zealand Committee IT-012, Information Systems, Security and Identification Technology. After
consultation with stakeholders in both countries, Standards Australia and Standards New Zealand
decided to develop this Standard as an Australian, rather than an Australian/New Zealand Standard.
This Standard is identical with, and has been reproduced from ISO/IEC TR 13335-1:1996
Information technology—Guidelines for the management of IT Security, Part 1: Concepts and mocols
for IT Security.

The objective of this Standard is to provide an overview of the fundamental concepts and moc-ls vsed
to describe the management of IT security.

This Standard is Part 1 of AS 13335, Information technology—Guidelines for the mu, age...ent of IT
Security, which is published in parts as follows:

Part 1: Concepts and models for IT Security (this Standard)
Part 2: Managing and planning IT Security

Part 3: Techniques for the management of IT Security

Part 4: Selection of safeguards

Part 5: Management guidance on network security

The terms ‘normative’ and ‘informative’ are used to define the appl.cation of the annex to which they
apply. A normative annex is an integral part of a standard, waereas an informative annex is only for
information and guidance.

As this Standard is reproduced from an International Techni-al Report, the following applies:

(a) Its number appears on the cover and title page while the international standard number appears
only on the cover.

(b) In the source text ‘ISO/IEC TR 13335’ skemd read ‘this Australian Standard’.
(c) A full point substitutes for a comma e, eferring to a decimal marker.

References to International Standard.  s'.ould be replaced by references to Australian or
Australian/New Zealand Standards, s tcllows:

Reference to International Stan«ra Australian Standard

ISO AS

7498 Information proccssing systems— 27717 Information processing systems—
Open Syster s li.*erconnection—Basic Open Systems Interconnection—Basic
reference moa ! reference model

7498-2  Part 27 dccurity architecture 2777.2  Part 2: Security architecture
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AUSTRALIAN STANDARD

Information technology — Guidelines for the management of IT Security —

Part 1:
Concepts and models for IT Security

1. Scope

ISO/IEC TR 13335 contains guidance on the management of IT security. Part 1 of ISO/IEC TR 13335
presents the basic management concepts and models which are essential for an introduction into the
management of IT security. These concepts and models are further discussed and developed in the ~en.>ining
parts to provide more detailed guidance. Together these parts can be used to help identify and managc ali
aspects of IT security. Part 1 is necessary for a complete understanding of the subsequent parts ~f INSO/NIEC
TR 13335.

2, Reference
ISO 7498-2:1989, Information processing systems - Open Systems Interconnectio.: - b.sic Reference Model
- Part 2. Security Architecture.

3. Definitions
The following definitions are used in the three parts of ISO/ISC TR 12535.

3.1  accountability: the property that ensures that the ¢ ctiors of an entity may be traced uniquely to the
entity (ISO 7498-2: 1989).

3.2  asset: anything that has value to the orgarizai on.

3.3  authenticity: the property that ensu es that the identity of a subject or resource is the one claimed.
Authenticity applies to entities such as nuscrs, processes, systems and information.

3.4  availability: the property = hew.,, accessible and usable upon demand by an authorized entity (ISO
7498-2: 1989).

3.5  baseline controls: a 1. inimum set of safeguards established for a system or organization.

3.6  confidentia’i(y: the p.operty that information is not made available or disclosed to unauthorized
individuals, eniitie.. or processes (ISO 7498-2: 1989).

3.7  data integrity: the property that data has not been altered or destroyed in an unauthorized manner
(ISO 719»5-2: 1989).

3.2 mpact: the result of an unwanted incident.
5.9 integrity: see data integrity and system integrity.

3.10 IT security: all aspects related to defining, achieving, and maintaining confidentiality, integrity,
availability, accountability, authenticity, and reliability.
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