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Special Notes 

API publications necessarily address problems of a general nature. With respect to particular circumstances, 

local, state, and federal laws and regulations should be reviewed. 

Neither API nor any of API’s employees, subcontractors, consultants, committees, or other assignees make any 

warranty or representation, either express or implied, with respect to the accuracy, completeness, or usefulness 

of the information contained herein, or assume any liability or responsibility for any use, or the results of such use, 

of any information or process disclosed in this publication. Neither API nor any of API’s employees, 

subcontractors, consultants, or other assignees represent that use of this publication would not infringe upon 

privately owned rights.  

API publications may be used by anyone desiring to do so.  Every effort has been made by the Institute to ensure 

the accuracy and reliability of the data contained in them; however, the Institute makes no representation, 

warranty, or guarantee in connection with this publication and hereby expressly disclaims any liability or 

responsibility for loss or damage resulting from its use or for the violation of any authorities having jurisdiction with 

which this publication may conflict. 

API  publications are  published  to  facilitate  the  broad  availability of  proven,  sound  engineering and operating  

practices.  These  publications  are  not  intended  to  obviate  the  need  for  applying  sound engineering 

judgment regarding when and where these publications should be utilized. The formulation and publication of API 

publications is not intended in any way to inhibit anyone from using any other practices. 

Any manufacturer marking equipment or materials in conformance with the marking requirements of an API 

standard is solely responsible for complying with all the applicable requirements of that standard. API does not 

represent, warrant, or guarantee that such products do in fact conform to the applicable API standard. 

All rights reserved. No part of this work may be reproduced, translated, stored in a retrieval system, or transmitted by any 

means, electronic, mechanical, photocopying, recording, or otherwise, without prior written permission from the publisher. 

Contact the publisher, API Publishing Services, 1220 L Street, NW, Washington, DC 20005. 

Copyright © 2016 American Petroleum Institute 
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Foreword 

Nothing contained in any API publication is to be construed as granting any right, by implication or otherwise, for 
the manufacture, sale, or use of any method, apparatus, or product covered by letters patent. Neither should 
anything contained in the publication be construed as insuring anyone against liability for infringement of letters 
patent. 

Shall: As used in a standard, “shall” denotes a minimum requirement in order to conform to the specification. 
Should: As used in a standard, “should” denotes a recommendation or that which is advised but not required in 
order to conform to the specification. 

This document was produced under API standardization procedures that ensure appropriate notification and 
participation in the developmental process and is designated as an API standard. Questions concerning the 
interpretation of the content of this publication or comments and questions concerning the procedures under 
which this publication was developed should be directed in writing to the Director of Standards, American 
Petroleum Institute, 1220 L Street, NW, Washington, DC 20005. Requests for permission to reproduce or 
translate all or any part of the material published herein should also be addressed to the director. 

Generally, API standards are reviewed and revised, reaffirmed, or withdrawn at least every five years. A one-time 
extension of up to two years may be added to this review cycle. Status of the publication can be ascertained from 
the API Standards Department, telephone (202) 682-8000. A catalog of API publications and materials is 
published annually by API, 1220 L Street, NW, Washington, DC 20005. 

Suggested revisions are invited and should be submitted to the Standards Department, API, 1220 L Street, NW, 
Washington, DC 20005, standards@api.org. 
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Introduction 

This publication was created by an API subcommittee. The members of this subcommittee were predominantly 

pipeline operators of liquid pipelines, but included participation from pipeline operators of gas pipelines, as well as 

members from the alarm management and control systems communities and U.S. Department of Transportation 

Pipeline and Hazardous Materials Safety Administration representatives. 

With  the  technological advances of  SCADA systems  within  the  pipeline  industry over  the  past  two decades, 

it has become relatively simple to supply pipeline controllers with a wealth of information regarding the pipeline 

systems that they  are  operating. As the amount of information available to a controller increases, the importance 

of having a program in place to manage this information also increases. Alarm information should be presented to 

the controller in a manner that allows for easy identification and clear expectations as to the response required. 
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1 

Pipeline SCADA Alarm Management 

1 Scope 

This document is intended to provide pipeline operators with recommended industry practices in the development, 
implementation, and maintenance of an alarm management program. It provides guidance on elements that 
include, but are not limited to, alarm definition, philosophy, documentation, management of change, and auditing. 

This document is not intended to be a step-by-step set of instructions on how to build an alarm management 
system. Each pipeline operator has a unique operating philosophy and will therefore have a unique alarm 
philosophy as well. This document is intended to outline key elements for review when building an alarm 
management system. 

SCADA systems used within the pipeline industry vary in their alarm-related capabilities. There are also many 
different software systems available to aid in alarm management. It is the responsibility of the pipeline operator to 
determine the best method to achieve their alarm management goals. 

This document uses industry best practices to help to illustrate aspects of alarm management. The scope is 
intended to be broad. There are several publications and standards listed in Section 2 and the Bibliography that 
provide greater detail on the various elements of alarm management. Pipeline operators are encouraged to 
consult these publications. 

2 Normative References 

The following referenced documents are indispensable for the application of this document. For dated references, 
only the edition cited applies. For undated references, the latest edition of the referenced document (including any 
amendments) applies. 

API Recommended Practice 1165, Recommended Practice for Pipeline SCADA Displays 

ANSI/ISA
1
 18.2-2009, Management of Alarm Systems for the Process Industries

49 CFR Part 192
2
, Transportation of Natural Gas and Other Gas by Pipeline: Minimum Federal Safety Standards

49 CFR Part 195, Transportation of Hazardous Liquids by Pipeline 

1
The Instrumentation, Systems, and Automation Society, 67 Alexander Drive, Research Triangle Park, North Carolina, 22709, 

  www.isa.org 
2
U.S. Department of Transportation, Pipeline and Hazardous Materials Safety Administration, East Building, 2nd Floor, 1200  

 New Jersey Ave., SE, Washington, DC 20590, www.phmsa.dot.gov 

Curre
ntly

 in
 p

re
vie

w, c
lic

k b
uy f

ull v
er

sio
n

https://www.stdhive.com/standards/api-rp-1167-r2021-pdf/



