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NOTICE AND DISCLAIMER

I'he information in this publication was considered technically sound by the consensus of persons
~ngaJed in the development and approval of the document at the time it was developed. Consensus
aoes not necessarily mean that there is unanimous agreement among every person participating in the
develop:nent of this document.

ANSI staiidards” and guideline publications, of which the document contained herein is one, are
developed throuch a voluntary consensus standards development process. This process brings together
volunteers anc/or'seeks out the views of persons who have an interest in the topic covered by this
publication. While N=MA administers the process to promote fairness in the development of consensus, it
does not write the 2oct:ment and it does not independently test, evaluate, or verify the accuracy or
completeness of any iriormation or the soundness of any judgments contained in its standards and
guideline publications.

NEMA disclaims liability for anv{2rsonal injury, property, or other damages of any nature whatsoever,
whether special, indirect, conszquential, or compensatory, directly or indirectly resulting from the
publication, use of, application, or relia=.ce on this document. NEMA disclaims and makes no guaranty or
warranty, expressed or implied, as to the 2ccuracy or completeness of any information published herein,
and disclaims and makes no warranty thut th.e information in this document will fulfill any of your particular
purposes or needs. NEMA does not-unuerake to guarantee the performance of any individual
manufacturer or seller's products or services vy xirtue of this standard or guide.

In publishing and making this document available, .NEMA is not undertaking to render professional or
other services for or on behalf of any person or entity, 10715 NEMA undertaking to perform any duty owed
by any person or entity to someone else. Anyone using this document should rely on his or her own
independent judgment or, as appropriate, seek the advice ur 4 competent professional in determining the
exercise of reasonable care in any given circumstances. Irformation and other standards on the topic
covered by this publication may be available from other source s, Yiniich the user may wish to consult for
additional views or information not covered by this publication.

NEMA has no power, nor does it undertake to police or enforce compliarce with the contents of this
document. NEMA does not certify, test, or inspect products, designs, or insllations for safety or health
purposes. Any certification or other statement of compliance with any health- O safety-related information
in this document shall not be attributable to NEMA and is solely the responsibility of the certifier or maker
of the statement.
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Approval of an American National Standard requires verification by The

'\MERICAN American National Standards Institute, Inc. (ANSI) that the

NAT'ONAL requirements for due process, consensus, and other criteria for
approval have been met by the standards developer. An American

STAN DARD National Standard implies a consensus of those substantially concerned
with its scope and provisions. Consensus is established when, in the
judgment of the ANSI Board of Standards Review, substantial
agreement has been reached by directly, and materially affected
interests. Substantial agreement means much more than a simple
majority, but not necessarily unanimity. Consensus requires that all
views and objections be considered and that a concerted effort be
rnade toward their resolution.

Thz ‘existence of an American National Standard does not in any
respect preclude anyone, whether s/he has approved the standard or
not, fror manufacturing, marketing, purchasing, or using products,
processes, or procedures not conforming to the standards. It is intended
as a guidz to aid the manufacturer, the consumer, and the general
public.

The American Na:ional Standards Institute, Inc., does not develop
standards and will in. o circumstances give an interpretation of any
American National Stariuara.,Moreover, no person shall have the right
or authority to issue an interpretz tion of an American National Standard
in the name of the American Na.ional Standards Institute, Inc. Requests
for interpretations should be addressed to the secretariat or sponsor
whose name appears on this title cace.

CAUTION NOTICE: This American N-dcial Standard may be revised
or withdrawn at any time. The procecdures of the American National
Standards Institute, Inc., require that action pe-taken periodically to
reaffirm, revise, or withdraw this standard. FPuichasers of American
National Standards may receive current informaticr, or-all standards by
calling or writing the American National Standards In<uwc.e. Inc.
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1300 North 17t Street, Suite 900
Rosslyn, Virginia 22209
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All rights, including translation into other languages, reserved under the Universal Copyright Convention,
the Berne Convention for the Protection of Literary and Artistic Works, and the International and Pan
American copyright conventions.

No part of this publication may be reproduced in any form, in an electronic retrieval system or otherwise,
without prior written permission of the publisher.
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Foreword (This Foreword is not part of American National Standard C12.21)

The developer of this standard calls the attention of the user to the fact that the technologies and
protccols contained herein are of a legacy nature. Implementors should carefully consider state of the art
«echiologies and protocols, especially with regards to cyber security best practices.

This stzndard provides an open-platform communications protocol for two-way communication with a
metering device via a telephone modem. The protocol is written to conform to the OSI seven-layer stack.

Long-time recde’s of ANSI C12.21 will discover many editing changes to this version of the Standard.
The Working Greup chose to improve the clarity of the text as an aid to the reader while retaining the
normative elemerits in the manner of previous publications.

The 2006 revision of thi, standard was considered in the context of the so-called “protocol suite” of ANSI
standards: C12.18, C12.19/ ©12.21 and C12.22 (draft). Changes made were included only after assuring
that existing devices implemcntisg C12.21 would continue to remain compatible with the 2006 (R2015)

revision.

It is expected that the logoff service wi'. brcome mandatory in the next revision of this Standard.
Implementers are strongly encouragea-o support this service to comply with this change.

Suggestions for improvement to this standar i are welcome. They should be sent to:

National Electrical Manufacturers Association

Senior Technical Director
1300 North 17t Street
Suite 900

Rosslyn, VA 22209

This standard was processed and approved for submittal to AN>i by #ccredited Standards Committee for
Electricity Metering C12. At the time the committee approved this stuncard, the C12 Committee had the

following members:

Tom Nelson, Chair
Paul Orr, Secretary
Organization Represented:
Aclara
Baltimore Gas and Electric Company
Brooks Utility Products
Duke Energy
Edwards Precision Power
Elevate Energy
EnerNex
Ercot
Eurofins MET Labs
Florida Power & Light Company
Future DOS R&D Inc.
Greeneville Light & Power
Honeywell Smart Energy
Hydro Quebec
Itron, Inc.
Landis+Gyr
Milbank Manufacturing Company

Networked Energy Services Corporation

NIST
Oncor Electric Delivery Company LLC

Name of Representative:
Curt Crittenden
Sean Gorman
Robert Kiessling
Kerry Barnette
Shannon Edwards
Lawrence Kotewa
Aaron Snyder

Don Tucker
Michael DeVilbiss
Eduardo Sotolongo
Avygdor Moise
Ron Zook

Scott Holdsclaw
Jean-Luc Sabourin
Greg Dickson
Matthew Kraus
Shawn Glasgow
Larry Colton

Tom Nelson

Ray Cumpton
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1 Scope

This standard details the criteria required for communications between a C12.21 Device and a C12.21
Clent via a modem connected to the switched telephone network. The C12.21 Client could be a laptop or
port:pole computer, a master station system, or some other electronic communications device.

This stzndard does not specify the implementation requirements of the telephone switched network to the
modem; nor does it include definitions for the establishment of the communication channel.

This docume: it p ovides details for an implementation of the OSI 7-layer model.

The protocol specified 'n this standard was designed to transport data in table format. The table
definitions are in ANSL.C . 2.19, and Annex D of this document.

This standard specifies the Jiffierences between ANSI C12.18-2006 (R2023), Protocol Specification for
ANSI Type 2 Optical Port ana Ai:.SI C12.19-2021, Utility Industry End Device Data Tables, and those
features and services required ' r.escribe a protocol specification for Telephone Modem
Communications.

2 References
ANSI C12.18 :gm;rican National {tandard for Protocol Specification for ANSI Type 2 Optical
(o]
ANSI C12.19 American National StandarJ fo: Protocol Specification for Interfacing to Data
Communication Networks
ANSI INCITS 92 Data Encryption Algorithm
ISO/IEC 7498-1 Information Technology—Open Syster.:s nteconnection—Basic Reference

Model: The Basic Model

ISO/IEC 8825-1 Information Technology—ASN.1 Encoding Rules:-Sgecification of Basic
Encoding Rules (BER), Canonical Encoding Rules {(C”K) and Distinguished
Encoding Rules (DER)

ISO/IEC 13239 Information Technology— Telecommunications and Information. Zxchange
Between Systems—High-Level Data Link Control (HDLC) Proceaures

3 Definitions and Syntax

31 Definitions

For the purposes of this standard, the following definitions are made.

3.1.1 C12.21 Client

An electronic communication apparatus that connects to a C12.21 Device via a modem and implements

communication according to the protocol specification of this standard. This was implicitly defined in
previous versions as “utility host.”
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