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Foreword

This document was developed by the AAMI Medical Device Security Working Group.

The challenge of managing security risks for medical devices throughout their life cycle is becoming more complex.
To develop medical devices and systems cost effectively, the use of a larger set of commercial third-party components
during the development of a medical device is becoming more common, particularly for medical devices that are
intended to be connected to networks. The result is that the overall security risk for a medical device evolves over time
even if the medical device does not change. Knowledge of new vulnerabilities and threats can originate from multiple
sources. Manufacturers need to be prepared to receive vulnerability information, actively seek information on new
threats, assess risk, and take the appropriate action.

Accordingly, security risk management of medical devices is a total product life cycle activity.

The objective of this document is to specify requirements based on the guidance provided in the :vbc dine .2 AAMI
TIR57 [3] and AAMI TIR97 [4] on how medical device manufacturers should manage security risk tni ~ughout the life
cycle of a medical device within the risk management framework defined by ISO 14971.

The following verbal forms are used within AAMI documents to distinguish requirements from ou:2 types of provisions
in the document:

— “shall” and “shall not” are used to express requirements;

— “should” and “should not” are used to express recommendations;

— “may” and “may not” are used to express permission;

— “can” and “cannot” are used as statements of possibility or capzahilit ;

— “must’ is used for external constraints or obligations defi~ea ~utside the document; “must” is not an alternative
for “shall.”

Suggestions for improving this document are invited. Comments and suggested revisions should be sent to Standards,
AAMI, 901 N. Glebe Road, Suite 300, Arlington, VA 22213 oi standards@aami.org.

vi © 2023 Association for the Advancement of Medical Instrumentation m ANSI/AAMI SW96:2023
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Introduction

ISO 14971 specifies a process for risk management of medical devices, including software as a medical device and in
vitro diagnostic (IVD) medical devices. The process described intends to assist manufacturers of medical devices to
identify the hazards associated with the medical device, to estimate and evaluate the associated risks, to control these
risks, and to monitor the effectiveness of the controls (see Clause 1 of ISO 14971).

This document was developed to provide additional guidance and requirements specific to the unique handling of
medical device security risks. AAMI TIR57 [3] provides guidance for addressing security risk, primarily during the desian
life cycle phase, within the risk management framework defined by ISO 14971. AAMI TIR97 [4] provides additionai
guidance on the management of postmarket security risk and is complimentary to AAMI TIR57 [3]. While TIR .7 and
TIR 57 are technical information reports, this document is a standard that provides specific requirements for n.2nag’ng
security related risk across the total product life cycle but within the risk management framework defined by 150 1-°971.

Following the approach developed in AAMI TIR57 [3], the definition of harm is considered from the p.-spe.t e of ISO
14971. Also considered is harm from healthcare information technology (IT) standards, such as the A.'SI/AAMI/IEC
80001 family. Because a risk management process that narrowly focuses on the traditional “physial injury or damage”
definition can limit the scope of security risk management, this document incorporates the broau=r sonsiderations that
risks include effects outside the traditional scope of patient physical harm, and can include “relictiol of effectiveness,”
and “breach of data and systems security” as extended in the ANSI/AAMI/IEC 80071 1cmi'y of standards [6]. The
relationship illustrated in AAMI TIR57 [3], Figure 2, “A Venn diagram showing the " clati nship between security and
safety risks” is equally applicable to concepts presented in this document. Annex B | rovides additional background
about the similarities and differences between security and safety risk mar. ~ge nent.

ISO/TR 24971 [23] describes a “production and post-production activities™ (nat consist of three processes:
— information collection (Subclause 10.2);
— information review (Subclause 10.3); and
— actions (Subclause 10.4).

This document complements each of these processes L7 addressing the unique challenges associated with specifying
and maintaining the security of a medical device.

The following supporting annexes are providecd:
— Annex A: Rationale;
— Annex B: Similarities and dif*=rer ces between safety risk management and security risk management,
— Annex C: Security risk m anagement report;
— Annex D: Threat moal ing.
— Annex E: Third-"arty 3ervice Organizations and Security.

— Annex F: ~Cacurity n.k scoring based on likelihood of occurrence
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https://www.stdhive.com/standards/aami-sw962023-pdf/



https://www.stdhive.com/standards/aami-sw962023-pdf/

American National Standard ANSI/AAMI SW96:2023

Standard for medical device security—Security risk
management for device manufacturers

1 Scope

This document provides requirements and guidance when addressing design, production and post-production security
risk management for medical devices within the risk management framework defined by ISO 14971.
This document is intended to assist manufacturers and other users of the standard with the following:

— identifying threats, vulnerabilities, and assets associated with medical devices and their components and
supply chain vendors;

— estimating and evaluating associated security risks;
— determining appropriate security risk controls to reduce security risks;
— verifying and monitoring the effectiveness of the security risk controls;

— establishing an enterprise-wide process to manage security post-production interactions with users and other
stakeholders that ensures security of medical devices and systems used to provide medical care;

— creating design features that enable production and post-production management of security risk and effective
integration with healthcare delivery organization (HDO) network security policies and technologies, or other
operational contexts;

— coordinating communications with HDOs for security risks;

— understanding and communicating the security expectations from manufacturers to those who deploy their
medical devices in a user environment;

— implementing processes to manage and monitor fielded medical devices containing either (1) traditional
software (including firmware), (2) programmable logic, and (3) hardware for security vulnerabilities;

— implementing security risk management processes to 1) assess security risk in order to decide when action is
required and 2) coordinate with safety risk management processes;

— coordinating with HDOs on security risk management activities;

— developing, implementing, and operationalizing a coordinated vulnerability disclosure process;
— implementing processes to manage medical device security patching; and

— planning for medical device retirement.

This document is applicable to the entire life cycle of a medical device including design, production, and post-production
phases. End of Support (EOS) and End of Guaranteed Support (EOGS) are milestones in the post-production phase
of the medical device and may vary according to differing market and jurisdictional factors.

This document expands on the information provided in Clause 10 “Production and post-production activities” of ISO/TR
24971 [23] by highlighting the need for proactive monitoring to assess threats and detect vulnerabilities. It references
the coordinated safety/security risk assessment approach that was presented in Clause 9 of AAMI TIR57 [3],
“Production and post-production information.”
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