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AAMI Consensus Report AAMI CR510:2021

Appropriate use of public cloud computing for
quality systems and medical devices

Abstract:

Kevwerds

The purpose of this 4« cument is to provide guidance to multiple stakeholders regarding
the appropriate vse of public cloud computing both as a component of medical devices and
in support ¢’ quany systems. Cloud technology providers, medical device manufacturers,
regulatciy nrctessionals and regulators alike should be able to refer to this document to
identify “no'vn best practices for ensuring that the public cloud computing component of
arv medical device (or quality system) works both within the spirit and the letter of
“egu.tions designed to ensure that medical devices improve patient outcomes and/or help
menage healthcare costs, while also being safe and effective.

cloud technology, cloud computing, medical devices, regulation, public cloud computing,
quality systems, best practices, Software as a Medical Device (SaMD), DevOps
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AAMI Consensus Report

A Consensus Report (CR) is a publication of the Association for the Advancement of Medical
Instrumentation (AAMI) developed to provide concise, prompt, and practical guidance on narrowly focused
topics of high importance to the health technology community. A Consensus Report is intended to provide
initial consensus guidance in response to an urgent/immediate need for guidance in the following instances:

—  While more robust data/information develops on emergent areas;
— When variation in the development, implementation or use of a product or process exists;
— When existing standards or other documents require additional context/clarification.

A CR is not subject to the same formal process as a standard and while similar in nature t& a t chnical
information report (TIR), a CR is based on the collective knowledge and experience of a scixcted group of
stakeholders and has not undergone the wider reviews of a TIR or standard and offers an even greater
response time.

CAUTION NOTICE: This AAMI CR may be revised or withdrawn at any time. Becouse * ad dresses a rapidly
evolving field or technology, readers are cautioned to ensure that they kavz c'so considered information
that may be more recent than this document.

All standards, technical information reports, consensus reports anc ¢ ‘*her types of technical documents
developed by AAMI are voluntary, and their application is sole’y within the discretion and professional
judgment of the user of the document. Occasionally, vnlurtar, technical documents are adopted by
government regulatory agencies or procurement authorit.?s, ‘n which case the adopting agency is
responsible for enforcement of its rules and regulations.

Comments on this consensus reports report are invited and should be sent to AAMI, Attn: Standards
Department, 901 N. Glebe Rd, Suite 300, Arlinator. V£.22203-1633.
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Introduction

Cloud computing’s rapid growth in this century is a story of the incredible power of economies of scale and
the ways that applying that economic principle to the provisioning of server-side computing has had
tremendous benefits in terms of cost, reliability, security, agility, and functionality. When compared to other
computing platforms, one of the key strengths of cloud environments in general, and public cloud
environments’ specifically, is that they constitute a platform where changes and updates can be frequently,
rapidly, and widely deployed. Changes may include, for example, the addition of more computing power.in
the form of additional servers or the adaptation of the environment to protect against cybersecurity *hreats.

This allows for effective continuous change and integration cycles where minor changes are rolled ou. to
users, but the user does not have visibility into the type and extent of testing performed by the puL'ic cioud
vendor prior to deployment. While cloud providers retain the capability to rollback these ci inge=ii issues
are encountered, any rollback decisions are in the cloud provider’'s hands and not their custor. ers’ control.
While Service Level Agreements (SLAs) can help in this domain, public cloud providers today have not
generally demonstrated a willingness or ability to provide rollback as a feature or €1 opuin in any SLAs.

For medical devices and quality systems, the benefits of public cloud compziing ~~me with a new set of
risks. In gaining access to the value of the public cloud, manufacturers give u,» a 0 :gree of control, including
change management, over the computing platform. The common parasigm fo: performing verification and
validation rests on the concept that the platform and environment are cti *ic between programmed releases,
which are re-validated focusing on the changes and their potentiei impact on other parts of the system. For
the last three decades, the key methods the medical device indus v F.as used to ensure device safety and
performance have been planning, evaluating, controlling, ai.d vc'idating all changes to the device and its
operating environment prior to deployment.

Running in the cloud breaks the paradigm of being able to maintain a validated state by initiating validation
when there is a change to the environment. In the cloud, the computing environment is abstracted to the
point that one may not know when there is.a cha' ge to hardware or software, and therefore not know
precisely when to initiate validation. While-5. As can help in this domain, due to the fundamental nature of
the cloud computing model and the curren. 2cc.aomics of public cloud computing, any SLA-based approach
to this issue might not be a comprehe. siv > solution. Often the manufacturer is not given the means to verify
and to accept or reject a change bei~re it is applied to the system. In some cases, that information is simply
unavailable before the change czurs. In other cases, a change notification may be available but contains
only a high-level summary n chcnges and perhaps tests performed. The traditional idea of a continuously
validated state is simply =nt passible.

As a result, classic chang - management, which is one of the core processes that underlies the lifecycle of
regulated mediczi avvices, 1s difficult to apply considering the requirements specified in the 21 CFR 820:30,
21 CFR 820:70(1, ana ISO 13485:2016. This presents a real-time challenge to maintaining the validated

““For > purposes of brevity, when this Consensus Report refers to cloud computing, it is specifically addressing public cloud
con.uting using the NIST SP800-145 definition: “The cloud infrastructure is provisioned for open use by the general public. It may be
«vned, managed, and operated by a business, academic, or government organization, or some combination of them. It exists on the
premises of the cloud provider.”

However, the same points may be relevant for non-public cloud computing as defined in this same NIST publication: private, hybrid,
and community.

vi © 2021 Association for the Advancement of Medical Instrumentation m AAMI CR510:2021
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state of a medical device and the software tools used to develop and support them. The degree of this
challenge is directly proportional to the degree of change control delegated to the cloud service provider.

There are clear requirements in nearly all global device regulatory frameworks that medical devices and
software support tools are verified and validated prior to deployment and that changes that could affect the
operation/safety of the device or tool are assessed and revalidated, as necessary. These requirements
apply regardless of the selected computing environment. Depending on the level of sensitivity of a device
or tool to various types of changes, unknown or uncontrolled changes may cause the functionality to change
in unintended and unapproved ways, possibly impacting safety or performance. As a result of the ongoing,
real-time changes associated with the cloud environment, maintenance of a validated state is a significar..
challenge.

Under these conditions, the best that can be achieved is an intermittently validated state.

It is worth noting that these conditions have some analogy in design validation and verifica.'on o/ medical
device performance. One common way is through the use of scheduled, periodic verifications uf the entire
device. This can be combined with ongoing proactive monitoring to confirm that the u=dei'ying technologies
enabling the device are functioning as specified. (See Recommendation 3 latei .in this CR for further
discussion of the exact frequency of ongoing quality control checks.) It is also wurth tioting that this is not
the only circumstance where you do not have complete visibility into softwe or »nvironment changes: Wi-
Fi, cellular, internet connectivity, and to some extent, mobile hardware anu cperating systems may be
outside the manufacturer’s direct control and changes may not be v'sit e.

Regulators have consistently promulgated a risk-based apnroc ch tn verification and validation, both in
terms of testing depth and documentation. Consistent witk this.as &1 overlay to verification and validation
in the cloud environment, risk mitigation becomes key to reaccinyg the risk that changes to the computing
environment between validation will affect the device or ool in an adverse way.

It is the consensus of the Application of Quality Sistems to Medical Devices Team members that in many
cases achieving an intermittently validated stat> w'th & high benefit/risk ratio is acceptable, provided that
medical device manufacturers understand ‘«na pian for the changes that may occur in real-time on
commercial cloud platforms and respond‘in-an educated, thoughtful, and responsible manner to address
the corresponding risk and ensure contnue ¥ <ffectiveness and safety.

To take advantage of the benefits ~f the cloud environment, without unidentified and unmitigated risk,
requires an extension of typice ! risk-analysis and risk control practices to analyze external dependencies
and associated potential fai'iire 1..2des more fully.

Risk Analysis specific i* clo.’d computing should focus on:

— what cheng s can uccur between validations;

— how lkely it is that each change will impact safety or effectiveness;
— what ca: be done to detect those changes;

—_ ho v long will it take to correct or mitigate them; and

— . wne! harms could occur before correction or mitigation.

<rver-based computing risks typically center around data or service availability or data corruption and the
nrocesses or functions that depend on these. Where there is a high safety risk in “real time” that cannot be
addressed through design and where mitigations cannot be implemented prior to an adverse event, these
functions should not be “in the cloud.”
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77 Ultimately a benefit-risk analysis is necessary to understand the advantages of the cloud environment on
78 performance, scalability, simplicity, and security, versus the potential risks of the chosen cloud service
79 model along with feasible risk mitigations.
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